>R R 1911522 AUG 03 PSN 389201123

>

> FM COMNAVNETWARCOM NORFOLK VA
=

=TOALNMCI

> CG MARCORSYSCOM QU&J\?TICD VA

> ALCND

::. -

> INFO ZEN/COMNAVNETWARCOM NORFOLK VA
=

> UNCLAS

> 0000

=

> SUBJ: NMCI INFORMATION BULLETIN TWO CHARLIE (NIB 2C) FOREIGN NATIONAL
> ACCESS TO NMC1

> UNCLASSIFIED//

> PASS TO OFFICE CODE:

> T0: CG MARCORSYSCOM QUANTICO VA/PM-NMCL/

> INFO: COMNAVNETWARCOM NORFOLK VA/NG//

=

> MSGID/GENADMIN/COMNAVNETWARCOM//

>

> SUBJ/INMCI INFORMATION BULLETIN TWO CHARLIE (NIB 2C) FOREIGN NATIONAL
> ACCESS TO NMCIY/

>

> REF/A/RMG/COMNAVNETWARCOM WASHINGTON DC/231902ZDEC2002//

>

> REF/B/DOC/DODD 8500.1/240CT2002//

=

> REF/C/DOC/DODI 8500.2/03FEB2003//

-

> REF/D/DOC/CJCSM 6510.01/25MAR2003//

=

> REF/E/DOCIDODD 5230.20/12AUG1998//

-2

> REF/F/DOC/DOD PKI CP V7.0W1SDEC2002//

=

> AMPN/REF A IS NIA AND NIB PROMULGATION MSG//

} =

> NARR/REF A IS NETWARCOM MESSAGE PROMULGATING GUIDANCE ON NMCI
> INFORMATION BULLETINS AND NMCI INFORMATION ADVISORIES. REF B IS
> DEPARTMENT OF DEFENSE INFORMATION ASSURANCE DIRECTIVE. REF C IS
> DEPARTMENT OF DEFENSE INFORMATION ASSURANCE (IA) IMPLEMENTATION
> INSTRUCTION. REF D IS CHAIRMAN JOINT CHIEFS OF STAFF MANUAL
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= 651001, DEFENSE-IN-DEPTH: INFORMATION ASSURANCE (IA) AND COMPUTER
= NETWORK DEFENSE (CND). REF E IS DEPARTMENT OF DEFENSE INSTRUCTION

> ON VISITS, ASSIGNMENTS, AND EXCHANGES OF FOREIGN NATIONALS. REF F

= IS THE DOD PKI CERTIFICATE POLICY./ %
> POC/VOTER, RICHARD/CDR/NETWARCOM/LOC:NORFOLK/TIEL:757-417-67 541/

>

> RMKS/1, THIS IS A JOINT NETWARCOM - DON C10 MESSAGE., THIS NMCI

> INFORMATION BULLETIN (NIB) PROMULGATES POLICY ON FOREIGN NATIONAL

> USER ACCESS TO NMCI. REF A ESTABLISHES THE USE OF NMCI INFORMATION

> ADVISORIES (NIA) AND NMCI INFORMATION BULLETINS (NIB) TO ADDRESS

> NMCI POLICY AND PROCEDURES.

>

>2. THIS NIB APPLIES TO NAVY AND MARINE CORPS USERS.

>

> 3. THIS BULLETIN ESTABLISHES POLICY FOR FOREIGN NATIONAL (FN) USER

> ACCOUNTS ON THE UNCLASSIFIED NMCI NETWORK AT COMMANDS LOCATED WITHIN
> THE UNITED STATES. THIS POLICY APPLIES ONLY TO USER ACCOUNTS AND

> USER LEVEL PRIVILEGES. IAW REF C, ADDITIONAL REQUIREMENTS MUST BE

> MET FOR A FN TO HAVE ADMINISTRATOR PRIVILEGES. IN ADDITION, THIS

> BULLETIN APPLIES ONLY TO THE UNCLASSIFIED NETWORK. FNACCESS TO A

> CLASSIFIED NETWORK OR TO CONTROLLED UNCLASSIFIED INFORMATION ON THE
> UNCLASSIFIED NETWORK REQUIRES ADDITIONAL AUTHORITY DELINEATED WITHIN
> DOD 5200.2-R. THIS POLICY IS DERIVED FROM DOD POLICY OUTLINED IN

> REFS BTHROUGH F. THIS POLICY IS INTENDED TO REAFFIRM AND

> CONSOLIDATE EXISTING HIGHER AUTHORITY POLICY AS IT APPLIES T0) THE

> NMCI. IF THERE IS A CONFLICT BETWEEN THIS MESSAGE AND REFS B

> THROUGH F, THEN THOSE REFERENCES CONTROL THE POLICY.

>

> 4. FOREIGN NATIONAL PERSONNEL WHO HAVE BEEN ASSIGNED TO DOD

> ORGANIZATIONS (LE., FOREIGN LIAISON OFFICERS, FOREIGN EXCHANGE

> PERSONNEL, AND COOPERATIVE PROGRAM PERSONNEL) WILL HAVE THEIR ACCESS
> REQUIREMENTS DEFINED IN THE DELEGATION OF DISCLOSURE AUTHORITY

> LETTER REIATED TO THEIR ASSIGNMENT ( REF E REFERS). AS FOR DOD

> FOREIGN NATIONAL EMPLOYEES, FOREIGN NATIONAL SERVICE MEMBERS, AND
>DOD FOREIGN NATIONAL CONTRACTORS, THE DECISION TOAUTHORIZE A USER
> ACCOUNT TO THE NMCI UNCLASSIFIED NETWORK RESTS WITH THE COMMAND

> GRANTING THE ACCESS AND SHOULD BE BASED ON THE FN OFFICIAL DUTIES
>AND NEED FOR ACCESS. FOREIGN NATIONALS GRANTED ACCESS TO THE NMCI

> UNCLASSIFIED NETWORK ARE ELIGIBLE TO BE ISSUED A COMMON ACCESS CARD
= (CAC).

=

> 5. COMMANDS MAY GRANT FOREIGN NATIONALS NORMAL USER ACCESS TO THE
> UNCLASSIFIED NMCI NETWORK PROVIDED THE FOLLOWING ARE MET.

>

>A. FN USERS ON THE UNCLASSIFIED NMCI NETWORK MUST HAVE THEIR FN

> AFFILIATION DISPLAYED AS PART OF THEIR EMAIL ADDRESS. NMCI

> INFORMATION BULLETIN TWO BRAVO (NIB-2B) PROVIDES GUIDANCE ON GAL AND
> EMAIL NAMING TO ENSURE FOREIGN NATIONALS ARE CLEARLY IDENTIFIED.

> (REFS B THROUGH D REFER)

> B. AUTO EMAIL SIGNATURE BLOCKS WILL BE USED AND WILL INCLUDE

> FOREIGN INDIVIDUALS NAME, NATIONALITY, DUTY DESCRIPTION, AND

> ORGANIZATION ASSIGNED. FORMAT EXAMPLE: DOE, JOHN WG CDR, UNITED
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> KINGDOM-FLO, FLEET COMMANDER, N6 (REF D REFERS). THIS ADDRESS MUST
=BE REFLECTED IN THE FN§ CAC EMAIL ADDRIESS.

>C. FN WILL NOT BE GRANTED ACCESS TO ENCLAVES PROTECTING CONTROLLED
> UNCLASSIFIED INFORMATION UNLESS ALL INFORMATION CONTAINED ON THE
> ENCLAVE HAS BEEN APPROVED FOR DISCLOSURE TO THAT FOREIGN NATIONALS
> PARENT GOVERNMENT BY AN APPROVED DISCLOSURE AUTHORITY. (REF BAND D
>REFER)

>D, PRIOR TO ACCESS TO NMCI, EACH FN USER WILL SIGN THE USER
>AGREEMENT THAT INCLUDES THE FOLLOWING (REF D REFERS):

> (1) ACKNOWLEDGING INFORMATION AND INFORMATION SYSTEM SECURITY

= POLICIES, PROCEDURES, AND RESPONSIBILITIES.

> (2) CONSEQUENCES OF NOT ADHERING TO SECURITY PROCEDURIES AND

> RESPONSIBILITIES.

>(3) FOR EMAILACCOUNTS, THE USER NAME WILL INCLUDE INDIVIDUALS

> NATIONALITY TO PRECLUDE INADVERTENT DISCLOSURE OF CONTROILLED

> UNCLASSIFIED INFORMATION NOT AUTHORIZED TO FOREIGN NATIONALS.

>E REMOTE ACCESS AND OUTLOOR WER ACCESS PRIVILEGES ARE AT THE

> DINCRETION OF THE COMMAND ISSUING THE USER ACCOUNT. IF REMOTE

> ACCESS IS GRANTED, THE DOD PKI SOFTWARE CERTIFICATE ISSUED WILL
>REFLECT THE DIGRAPH "FN" IN THE GENERATIONAL FIELD OF THE

> DISTINGUISHED NAME.

= 5. THIS POLICY DOES NOT REMOVE THE OBLIGATION OF OWNERS OF

> UNCLASSIFIED EXPORT CONTROLLED TECHNICAL DATA FROM ENSURING THAT
= DATA IS SAFEGUARDED IAW THE INTERNATIONAL TRAFFIC IN ARMS

> REGULATIONS (22 CFR 121-128) OR THE EXPORT ADMINISTRATION

> REGULATIONS.

e

> 6. THIS NIB WILL REMAIN IN EFFECT UNTIL CANCELED OR REPLACED. THE

> FOLLOWING NIAS AND NIBS REMAIN EFFECTIVE: NIA 01-03, NIA (02-03, NIA

= (13-03, NIA 04-03, NIA 03-03, NIA 06-03, NIA 07-03, NIA 08-03, NIB

> 24, NIB 2B, NIB 2C, NIB 3A, AND NIB 4A./

-

> BT

= NNNN

> RTD:A00-000/COPIES:

=



