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IHTRODUCTION

The purpose of thiz user manual iz to provide a gen-
eral gquide and explanation on the use of the Joint
Clearance and Access Verification 3ystem [(JCAVI) .
This manual iz provided in conjunction with JCAVS
handzs-on training and iz intended to help Department
of the Nawvy (DON) JCAVI Account Managerszs and Users:

a. Verify security clearance eligibility.

b. Determine the ztatus of a perzsonnel secu-
rity inwvestigation.

c. PRecord the execution of the Claszified In-
formation Non-disclosure Agreement (3F 312)

d. Eecord interim security clearance determi-
nations.

e. PRecord command asuthorized access.

f. Process incoming and outgoing wisit re-
queats.

The information in this manual is walid at the date
of issuance, howewer, the JCAVI iz a system undergo-
ing constant change and improvements.

Conzsult your local JCAVE Account Manager or your Im-
mediate 3enior in the Chain of Command (ISIC) 3ecu-
rity Manager and refer to the Chief of Nawval Opera-
tions [(NO2NZ) webszite at ww.navysecurity.navy.mil
for the latezt information on system updates.
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DEPARTMEHNT OF THE MNAVY
GFFICE OF THE CHIER DF MAYAL OFERATIONS
WARHIMGTON, 82 18350 #0632

5520
Ser 09N2ZIUA32515
pec 1 20m

Froem; Chief of Naval Operations
To:  Director, Department of the Mavy Central Adjudication Facility

Subj-  MMNT PERSOINEL ADJUDICATION SYSTEM (JPAS) ACCQOUNTS

Ref:  (a) CNO memo 5520 Ser (NLZIUIIZ651 of 1 Nov (2
(b) MARADMDS 111/03 of 14 Mar 03

(¢) NAVADMIN 247/03 of § Sep 03
(d) MARADMIN 24903 of 22 May 03

1. In order to encourage comemsands to use the Jaint Personnel Adjudication System
{IPAS), plense attach this guidance to all outgoing correspondence addressed to
comenands that have not éstablished aceounts o registerad ns JPAS users.

2. Commands were instructed by references (a) theough d) 1o use the JPAS 10 request
Depariment of the Navy Central Adjudication Focility (DON CAF) personnel security
actiond or 1o report information under the Coptingeus Evaluation Program (CEF).

3. It 1% essental that commands establish JPAS aceouns immediately and register their
Security Management Office (SM0) both for Security Managers and Special Security
Officers, as appropriate. By establishing an account nnd registering an SMO, commands
will creste the peceszary automated communication path with DON CAF. Commands
that fail 1o adhere 10 the referenced requirements and do not register theer SMO will be
unable 1o properly communicate with the DON CAF.

4. The CHNO [MOUNE) point of contact for this matter is Me. Mary Anderson, who may
be renched an (202} 433-8854, DN 2E8-BE54, or e-mmil al mandersof@ings mavy, mil.

P (G

M. F. BROWN
Assistant for Information
ond Personnel Securmy
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AOMINISTERAT IVE MESSAGRE

EOUT INE

E 0522502 BEF 02 EYE MIN PSN T27922J21
™ CHO WASHINGTOW DC/ /W4

TO WHATADMIN

THCLAZ SSWOSR5E0S)
WATADMIN z47/02

MEGIDS GENADMIN/ CHO TASHINGTON DC/Wa/ -/ 3ER/ S

BUEJ/ JOINT CLEARANCE AWD ACCESS VERIFICATION SYSTEM [ JCATS /S
RET/ A/DOC/ CHO/ Q1WOTEQOES

REF/E/ SECHAVINET S510_20&¢ -7 10MAR1999/S

WARE/BEF & ESTAELIZHED THE REQUIREMENT FOR W3E OF JCAWE.
REEF E I3 THE DON PERZONNEL SECURITY FROGRAM REGTLATION.//

EMEZ/1. EFFECTIVE 1 JANTARY 20023, COMMANDE TWERE INITRUCTED EY REF A
TO TEE JC&WE, & SUESYITEM OF THE JOINT PERSONNEL ADJIDICAT ION 3Y¥STEM
[JE&S], TO REQUEST DEFARTMENT OF THE Na&WY CENTRAL ADJIDICAT ION
FACOILITY (DONCAF)] PERSONNEL SECUTRITY CLEARANCE ACTIONS, TO FORUIARD
CLASSIFIED WISIT REQUESTS ANWND TO VALIDATE CLASEIFIED INFORMAT IONW
WoM-DISCLOSVTRE AFREEMENTE. DUE TO MIGRATION TO THE DEFEWSE
MESZAFINGE SYW3TEM (DM3), DONCAF WILL EE THAELE TO GENERATE AUTOMATED
SJECUTRITY CLEARANCE ELIGIEILITY DETERMINAT IONS WUEING- AUTODIN MESSAGES
AFTER. 20 SEPTEMEER 2003, COMMAMDE MAY CONTINUE TO COMMUNICATE TWITH
DONCAF T3IN> PAPER REQUESTS. THESE BREQUESTS MAY EE MAILED ToO:
DIRECTOR, DOWCAF, 716 SICARD 3T SE, SUTITE 2000, TWAIHINGTON NaAUYT YWARD
DC E0288. HOWEVEER, IT IS ES3JENTIAL THAT COMMANDS ESTAELISH JCATI
ACCOUTHTS IMMEDIATELY TO ENSURE CONT INUED AUTOMATED COMMITNICAT ION
WITH DOWCAF.

. COMMAENDE MUTST WTEE JCAVE EXCLUSIVELY TO DOCUMENT LOCAL ACCESS
DETERMINAT ION3, INTERIM SECURITY CLEARANCE DETERMINAT IONS, EXECUTION
O0F WONDISCLOSURE AGREEMEWNTE (3F-15%, 3FP-15%& OR 3F-21&), &MD
PERSONAL ATTESTATIOWS. COMMAWNDS TILL ALSO0 WSE JCAUWS TO SUEMIT

CONT INUTOS EALTAT ION BEPORTS, PAES WISIT REQUESTS, DETERMINE
SJECUTRITY CLEARANCE AND SENSITIVE COMEARTHMENTED INFORMATION (SCI)
ACCEEE ELIGIBILITY, DETERMINE STATUS OF REQUESTED PERSOWHNEL SECURITY
INVESTIATIONS (F3I), BECORD P3I SUEBMISSION DATES AWD REQUEST DONCAF
DETERMINAT ION3. JC&U3 BREPLACES ALL RECORDI EEEF INE REQUIREMENT 3
A3S30CIATED WITH THESE ACTIVITIES A3 FRESCRIEED EY BEF E.

. JCATI USES & PERSONNEL SECTRITY MAWNAGEMENT NETWORE (FSM WHET) TO
CONTEROL SY¥STEM USE AND INPORMATION FLOW. 3YSTEM ACCESE I3
HIERARCHICALLY CONTEROLLED, WITH TPPEER ECHELON COMMANDE PLAYING &
CRITICAL ROLE IN ESTAFLISHING JCAGES ACCOUNTS FOER LOWEER ECHELON
COMMANDIZ. PREF & PROCEDUREES FOR ESTAFLISHING JCAVS ACCOUNTI CAN EE
FOUTHD AT WM. WAUYSECURITY . HAUY 777



Subj: JOINT PERSONNEL ADJUDICATION SYSTEM (JERS)

4. For additional DON information relating to the deployment of
JPAS go to the CNO[NOIN2) web-site at W Tavysecurity. navy.mil
or contact the CNO(ND9N2) point of contact (POC), Ms. Mary
Andersen at (202) 433-B834 or D3N 288-8854 or via emai]l at
mandersofincis.navy.mil, The POC for USMC commands is i William
Fotts . EONC(ARS), at (T03)614-2320 or DSW 224-2320, or e-mail
at pottswt Bhonc.usme.mil. The S50 Nawy POC for command 5507 s
is Ms. Debbie Nibbe, at (301)669-58%2, DSN 659-5892 or e-mail at

dnibbednmic.navy.mil.
[ D

M.F, BROWN
hssistant for Information
and Personnel Security




Subj: JOINT PERSONMEL RDJUDICATION SYSTEM (JERS)

ne later than 12 Nov 2002, CHO(NOSNZ) will provide system
gquidance to identified second echelon cemmand JCAVE account
managera. All identified second echelon account managers will
complete a one-day computer based btraining pregram provided at
https: fSJEAS. . oed.mil .

b. Second echelon command JCAVE account managers will
reglater an account manager at each of their suberdinate third
echelan cemmands no later than 22 Wov 2002, providing the
necesgary System guidance and direction.

©. Third echelon command aceocunt managers will then
register an account manager at each of thelr subordinate fourth
echelon commands no later than 20 Dec 2002, nroviding the
necessary system guldance and directicn.

d. Fourth and fifth echelon cesmand account managers will
then register an account manager at sach of their subordinate
commands as adon as possible, providing the necessaAry System
guidance and direction,

4. Headguarters Marine Corps (HOMC) will provide guidance te
Marine Corps commands under separate correspondence,

5. BSpecial Security 0ffice Navy (350 Wawy) with the OFffice of Mawval
Intelligence, will previde guidance ta all DON 52075 ynder sAparats

carrespondence.

€. lUser clearance eligibility and computer reguirements can be
found at: hitps:/fipas.ced.mil. Firewall issues can ba
addresaed by ensuring that port #443 is cpen. Port #80 allows
internet access, port ¥443 allows entry ko the JPAS. Browsers
nesd Lo be enabled for 128 bit encryption and DNS reverse haok
up must be enabled. JPAS allows .mil/.gov/.ccm domaine through

its firewszll.

7. In order to expedite dissemination of this policy, please
distribute this memorandum to your subordinate commands or refer
your gubardinate commands to the CHIHOSHED web-site.
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DEFARTMENT OF THE MAVY
OFFICE OF THE CHIEF OF MaAL GPEAATEIMS

WASHINGTOMN, BE ME0-2000
I REALY AEFER TD

RE20
Ser QN2 20532651
L0 1

From: Chief of Naval Operations

Zubt:  JOINT PERSONMEL BDIUDICATICH SYSTEM (JEAS)
Ref: {a) ORSD{C3I} memo of 26 Qot GO [(HOTAL)

Encl: (1) JCAVE Account Managers

1. A5 directed by reference [(a), the Joint Personnsl
Adjudication System (JPAS), a web-baaed syatem dewveloped for use
by security personnel throughout the Department of Defense, is
being deployed throughout the Department of the Nawvy (D3N} .
Security personnel will use the Joint Clearance Boceaa
Verification System (JCAVS) portion of JERS to manage the
coamand” s access authorlzation precess, te validate personnsl
security clearance eligibility and to determine the status of
paersonnael gecurity inveatigation reguesta. Commands with Joavs
access may use the JCAVS data in liew of the Defense Clearance
and Inveatigations Index [DCIL) data and the DON Cenkral
Rdjudication Facillity (CAF) clearance certification records, as
appropriate, to support local access determinations.

2. The timing -for employing JCAVE within the DONW is critical
due to the forthooming changes in communicaticn systems,
including elimination of AUTCODIN messages. Effective 1 January
2003, all DoN CAF clearange determinations will be communicated
using JEASSJICANS, Further, commands will also use JCAVE to
reguest DOWN CAF action, to forward wisit reguesta, and ta
validate and/er compleéete non-disclosure agresments.

3. While a number of command JCAVE users hawve already bheen
ragistered, all future requests for access to JOAVS will be
approved using a hierarchical authorization process, The goal
iz te have z2ll OON commands through the fourth echelon lavel
registered for JOAVS system access by the end of December 2002,

a. All second echelen commands will review the enclosed
list of JCAVS acoount managers to ensurLe accuracy. {ommands who
have nat identified an account manager to CHO[MOINZ) must do 5o



&. WUHDEE PEM WET EACH COMMAND SECURITY MAWAGEER TIILL ENSUTEE THE

COMMAND SECURITY MAWNAGEMENT OFFICE (3MO) I3 ESTAELISHED AND
IDENT IFIED IN JC&AUS EY UNIT IDEWTIFICATION CODE (WTIC) OF REFPORT ING

UWIT CODE (RUC), TSER LEVEL &MD COMMAND TITLE.

E. GEM0O'Z WILL CLAIM THE PERIONHEL FOR TRHOM THEY HAUVE SECURITY
COGHIZANCE WHDEE THE IR JCAVS ACCOUTNT EASED 0N THE WATURE OF THEIR
EELATIONSHIF. &N OUNING RELAT IONSHIF EXISTS THEN THE PERSON I3
FERMANENTLY A33IGHNED &3 A& COMMAND A3SET. & SERVICING RELAT IONIHIF
EXISTE WHEN & FERGON IS TEMFPORARILY ASEIGHNED (I.E. TAD FOR

TRAINING] .

C. ONCE & PER3ION IZ "OUWHED" EY ONE COMMAND IN JC&US, ANOTHER
COMMAND CAMHOT OWH THAT PERSON. IT IS IMPERATIVE THAT SMO'S CLAIM
PERSONNEL THDEE. THE IR JCAVS ACCOUNT TS ING- THE APPROPRIATE

EELAT IOWZHIF AWD REMOVE THEM WHENWN THEY ARE WO LOWGEER & COMMAND ASSET.

3. JCATI USERI CAN COWSULT THE WaUy SECURITY TEESITE AT

T HATYSECTRITYENAUY . MIL FOR FURTHER JCATS GITIDANCE RELATED TO THIS
HOTIFICATION. CSPECIAL SECURITY OFFICERS (330'5) WILL FOLLOTW 330
WayY GUTIDANCE.

5. THE DEFPARTMENT 0OF THE N&UY JCAUI PROGEAM MANAGER IS M3. MARY
ANDERSON WHO MaAY EE BEACHED AT (E02) @322-5354, DEN Z&6&-5352 OR
E-MAIL MANDERSOEHC IS  WAUY . MIL.

. ERELEASED BY VaDM CHARLES TW. MOORE, JE., DCHO, FLEET BREADINESS
AND LOGIBTICE. /S

ET
RN
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JOIHT PERSOHHEL ADJUDICATIOH SY¥STEM

[SCI) access eligibility, determine status of requested person-
nel security inwvestigation [(P3I), record P31 submizzion dates
and recquest DON CAF determinations, record all access determi-
nations, JCAVI users will be responsible for changes to an
individual’ sz accezz within the JCAVI.

The minimum inwvestigatiwve standards recquired for access to
JCAVS can be found in chapter 3-1.

The minimum security clearance eligibility for access to JCAVS
cann be found in chapter 3-1.

Data will be permanently retained within JPAS but it will not
always be dizplayed. Data pertaining to indiwviduals that
retire or separate from the DON will be wizibly retained for 24
months. Howewer, 1if no action occurs on the individual record
for twenty-four months , the record will be purged from displavy
and archiwved. General Dfficer and Jenior Executive Jervice

eup loyee data will be wizibly retained indefinitelwy.
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JOTIHT PERS0OHHEL ADJUDICATIOH SYSTEM

The Joint Perzonnel Adjudication Syvstem [(JPAS) iz the
Department of Defensze (Dol) persommnel security clearance
and acceszs database. It facilitates personnel security
program management for the Department of Defense Central
Adjudication Facilitiesz, for Dol security managers, and
Ggenzitive Cowmpartwment Information (3CI) program manag-
ers. JPAS interfaces with the Defense Jecurity Jervice
(D331 and the 0ffice of Personnel Management [(0FM)] to
populate personnel security inwvestigation data and the
persomnel svstewns, Defense Enrollment Eligibility Re-
porting dvatem (DEER3) and Defense Civilian Personnel
Data dvstem (DCPD3), to populate identifying data.

JPAS iz the system of record for persomnel security ad-
judication, clearance and werification and hiztory.

JPAS hasz two applications. The Joint Adjudication Man-
agement 3ystem [(JAM3) and the Joint Clearance and Access
Verification 3vstem (JCAVI). JAMS iz the application
which supports central adjudication facilitiesz personnel
and provides capabilities and data such as case manadge-
ment/sdistribution, adjudication history, due process
hiztory, revocations and denial action information, and
will hawve the ability to electronically accezs persomnnel
Zecurity investigatiwve reports from either the D33 or
the 0OFM. JCAVZ is the application which supports com-
mand security personnel and prowidesz capabilitiez and
data such asz local accezz record capabilities, debrief-
ings, incident file reports and eligibility data, 24P
access information and security manadgement reports.

Departument of the Navy (DON) commands are required to
use JCAVI exclusively to record all access determina-
tions which includes temporary access, upgrades, down-
gradesz, and suspensions. Command:s must document interim
Security clearance determinations, execution of Nondis-
closure Agreements [(3F-159, 3F-18%4 or 3F-312), and per-
sonal attestations and use JCAVI to submit continuous
evaluation reports, pass viszlit requests, determine secu-
rity clearance and Sensitiwve Compartmented Information

1-2



GEHERAL BRULES REGRADTHG
JOIHNT CLEARAHCE AHD ACCESS YERIFICATIOH SYSTEM
SYSTEM PROHIBITIOHS

YIEWIHG YOUR O0WM BECORD

If wou attemnpt to wiew your owh record, vou will not be able o take
any action, as no links will be enabled on the Perzon SUmMmAYY
SCcEeern.

SHARTHG JCAVS USER ID AHMD JOR PASSTORDS

Sharing vour JCAYVS user I.D. andi/or password is prohibited.

Commands will be denied JCAVI acceszss immediately when account
sharing iz dizscovered. Incidents involwving JCAVI account sharing may
be reported to the DON CAF for re-consideration of security
clearance eligibility.

BROWSER. FUHCT TOH

DO NOT puse yvour browser Back Button or Forward bukkron to move from
Screen to screen within JCAVI, use of thesze buttons will cause vyou
to be locked out of the systems and yvour Account Manager will hawve
to unlock vyour account.

HETSCAPE VERSUS THTERHET EXPLORER

The JPAS zvsten has been programmed to accommodate the use of the
Netzcape browszser. You may experience svastem difficulties if other
browserz, such as Microsoft Explorer.

EHOTM SYSTEM BEHAVIORS

"Tranzfer Interrupted” Meszzage. Occurs when vou are logging out of
the system or if wou click on vour mouse while a screen is still
loading in JPAS.
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GEHERAL RULES REGRADTHG
JOINT CLERRAHCE AHD ACCESS VERIFICATION SYSTEM

Personnel Security Management Hetwork (PSM HET) O0THERSHIFP

Once a person iz "Owned™ by one command in JCAVI, another command
cannot owh that person. It iz imperative that 3ecurity Management
Officerz (3M0z2) claim persomnel under their JCAVI account using the
appropriate relationship.

IHyOUT PROCESS OF PERSOHHEL IHTO YOUR PSM HET

The "INSOUT Procezz™ link iz crucial to svystem integrity. Command
security offices must in-process/sout-process personnel on a daily basis
Lo ensure correct commuinications with the DON CAF.

JCAYS Passwords

¥our password muist be between 10 and Z0 characters in length.
It mavy MOT be all the same character.

It mavy be a mixture of upper and lower casze.

It must have at least 4 different characters.

One of the following special characters may be used as part of vyour
Password: B#s%4[ 1 { }*

SJpaces are NOT allowed in the password.

E-mail addrezzez are NOT acceptable passwords.

Tour password will remain active for 20 days. You will be prompted to
change it ten calendar days prior to its expiration wia the Welcome
Jcreen., ¥You cannot use the zawme password in lezz than an 18 month time
period.

Mandatory Input Fields

Fequired input fields are marked with an asterizk '*' throughout the
aystenm.

"H/A" markings in data field=s

Fequired fields zhall default to "NAA™ for not available if it iz part
of a walid record and there i3 no data from the external interfaces.

2-2



GEHERAL RULES REGRADTHG
JOINT CLERRAHCE AHD ACCESS VERIFICATION SYSTEM

JCAVYS DATE FORMAT

The format for entering datez into the JCAVI iz ¥YYYY MM DD. Exanple: IE
today was April 15, 2000, the correct format for entering the date into
the zvsten would be Z000 04 15, Dates may be entered with or without
spaces, no hyphenzs or dashes. You may also use the calendar widget.

“HAVIGATT OH™
THE *HOW TO" OF USIHNG JCRVS

HOW TO LOG IH

¥ou have three chances to correctly log into the system. Your account
will be locked after three unsuccezzful consecutive log in attempts.
This will occur ewven if the log-in attempts occur owver a long period of
time. & message will inform vyou “JPAS Serwer Exception encountered:
Cauzse: The maximum sign on attempts has been exceeded and User Id has
been suspended. Contact your Lccount Manager ™.

¥ou have five minutes to complete the "Log In® or the screen will time
out., Thiz iz Lo prewvent anyone frowm gaining accezs to the databasze. IE

this =screen szhould time out, vou must begin the log in process again
from the JPAS ALcceptance 3Creen.

Inactive accounts will be locked after 60 days. If thiz occurs, vou must
contact your Account Manager to reset ¥our account.

HOW TO LOGOUT

The only way to Logout of JCAVI iz to single-click the "Logout™ link
located on the left-hand wmer of the zscreen. If vyou accidentally shut
dowrnn the browser prior to logging off the system and you experience
difficultiez in attempting to gain access to the database, vou nust

contact your local account manager or ISIC security manager for
assistance.

HOW TO MOVE THROUGH SCREEHS

Tou can either uUse ¥ouUur mouse to Zelect items on the Screeh, orf ¥oOu can
uze your "TAE™ kevy to move from field-to-field. 0Once the field iz
"Thighlighted™, zselect it by depreszszing the "ENTER" kev.

2-3



GEHERAL RULES REGRADTHG
JOINT CLERRAHCE AHD ACCESS VERIFICATION SYSTEM

HOW TO FIHND THFORMATION OH A SCHEEH

Uze vour browser to find a word or phrase by using your browsers'
features. AL the top of the =creen single-click with ¥our mouse pointer
over the "Edit™ memu item and then single-click with vour wmouszse pointer
over the "Find in Page™ selection from the drop-down mena. & small
window will open. Enter the word or phrase vou are searching for in the
"Find That™ text box, single-click with vour mouse pointer owver the
"Find Next™ button. ¥You may continue to search for the zame word or
phraze by continuing to zingle click with vyour mouse pointer owver the
"Find Next™ button. Then you hawve finished searching the page, single-
click with vour mouse pointer owver the "Cancel”™ button.

JCAVS HYPERLITHES

THAT IFE HYPERLINES?

Hyperlinks or "links"™ in JCAVY are bhlue font and underlined. To ensure
the link iz "actiwe™, test it by placing your mouse pointer owver the
link. The mouszse pointer should "transform™ to a pointing hand. If it
doez not, the link iz NOT active. To move from one link to another,
simply zingle-click on it with vour mouse pointer owver the link vou wish
to select. ¥You will be taken to whatewer screen the link points to.

2-14



GEHERAL RULES REGRADTHG
JOINT CLERRAHCE AHD ACCESS VERIFICATION SYSTEM

BOXES

TEXT BOXES

Text boxes are used throughout the JCAVS proceszs to annotate or update a
perzon summary. 3Single-click with your mouse pointer "inside™ the text
box then type in the information regquired. You may alzso use the "TAE™

key on yvour computer keyboard until the text box is "highlighted,™ then
type in the needed information.

SCROLLING TEXT BOX

Jingle-click with vyour mouse pointer "inside™ the text box, then type in
the information required. ¥ou may also use the "TAE™ key on your
computer kevboard until the text box iz "highlighted,”™ then type in the
needed information. The information will continue to scroll past the
border of the box unlesz vyvou use the "ENTER™ key on ¥our computer
kevboard to keep the entire paragraph wisible within the boundaries of
the text box. [Note: Text boxes are for entering UNCLAZSIFIED comments
to a record., They are built to contain up to 3,000 characters of
information. If wou exceed 3,000 characters (whether adding new
comments or appending Lo existing comhents), ¥ou will receiwe an error
neszage letting vou know you hawve exceeded the 3,000 character limit.
¥ou must remowve the excess characters prior Lo being able to "3AVE™ the
data on the particular screen. If vou "CANCEL™ and leawve the screen vou
are working on, vour changes will not be zaved.)

CHECEKE BOX

Jingle-click with wour mouse pointer owver the checkbox. & check mark
will appear signifying that the box i3 "selected”. To de-zelect the box,
single-click again with vour mouse pointer over the checkbox. The check
mark will disappear signifying that the box has been "un-zselected”.
¥ou may select as many check boxeszs as desired within the respectiwve
fields.

2-5



GEHERAL RULES REGRADTHG
JOINT CLEARAHCE AHD ACCESS VERIFICATION SYSTE
BUTTOHS

CRHCEL, BUTTOH
Jingle-click with your mouse pointer ower the "CANCEL™ button to cancel
actions on the current screen. ¥You will be returned to the prewvious

Screen to continue your work.

BADTO BUTTOH

Jingle-click with your mouse pointer ower the button. & dot will appear
signifving that the item iz "selected®. To de-zelect the radio button,
single-click again with vour mouse pointer over ANOTHEER exiszting button
on the zZame 3Creeh. Tzually, there will be more than one button to
select from. The dot will disappear from the first button and will
appear on the zecond button signifving that the £irst button has been
"de-selected”. If there iz NOT another button on the =Screen, you can
cancel your action and return to the previous screen by using the
"CANCEL™ button found at the bottom of the screen. Fadio buttons are
mitually exclusive [(vou may only sSelect one radio button) within their
respective fields.

DROP-DOTM MEHU BUTTOH

To asszist JCAVI users, selectionzs of information choicez are provided.
An example of a drop-dowm menu iz the "EP30 Jent” hyperlink found in a
Person Summary. The drop-down menu permits you to chooze D353, 0PM or
Other®. In order to make a selection of a drop-dowm merni bars, use your
mouse to single-click owver the downward facing arrow to "pull down™ the
menil. Then click on the item v¥ou wizh to select.
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GEHERAL RULES REGRADTHG
JOINT CLERRAHCE AHD ACCESS VERIFICATION SYSTEM

COHFIBPM BUTTOH

Jingle-click with your mouse pointer owver the "CONFIEM™ button found at
the bottom of the screen. 4 "nmotification™ iz a good exanmnple. ¥You hawve
received a notification of an ewvent occurring in the databaszse, such as
John Swith receiving a suspended acceszs. Once reviewed, vou can select
the record wusing the "Remowe From Displavy™ checkbox. Then "CONFIEM™ the
removal of the notification from the =screen by depreszing the "CONFIEM™
button. John Smith's suspension will remain in the database.

0K BUTTOH
The "DE" button captures data on the sScreen.

BEASOH BUTTOH

Dizplayzs the reazon why an "owmming” or "servicing™ P3N Net relationship
cannot be established.

SAVE BUTTOH

Jingle-click with wour mouse pointer ower the "3AVE™ button found at the
bottom of the screen. MNote: If vou do not use the "JAVE™ button prior
to leawing a screen, vour actions will NOT be sawed. This is standard
throughout the application.

HELPF BUTTOH {?)

Thiz button iz on all screens in JCAVI. 3Single-click with vour mouse
pointer owver the small gray " 2" button which iz in the top left hand
corner of the screen to launch the on-screen help instructions for the
topic screen you are working in.
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GEHERAL RULES REGRADTHG
JOINT CLERRAHCE AHD ACCESS VERIFICATION SYSTEM

MISCELLANEDUS JCAYS THFORMATION

DCIT VERSUS JCAYS ITHFOBRMATIOH

Mizmatches between Defense Clearance and Inwvestigations Index (DCITI) and
JCAVE data on Department of the Nawvy persomnel mist be reported to the
DON CAF wia the Requeszst for "Research,RBecertify/Upgrade Eligibility”™
(FETT) link for resolution.

CHAHGE FOHT TO SEE THE EHTIRE JCAVS PAGE

Click on 3tart, then 3ettings, then Control Panel
Click on Dizplay,

Tah menu at top,

Click on settings,

Tmder screen area s3lide the bar to read 1024 by 765 pixels.
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JCAVS LEVELS AHND THVESTIGATIOHN REQUIREMEHTS

Hin- 5 CI Levels SCILevels
Lewrel 4—5ShIe at 1ra jor Lewel 2—520: (550 Hanry Ondy)
Copraviarude (e addarite]) [Te adAarite))
Lewel 5—5M Zrdidth e chelon Lewel 3—Corrarand S50<, 55E:
(readharite ) [Teaddarite )
Lewel & - Thait ShI%s Lewrel 8—5 CT erdry cordrol
(readhmrite cordrolpersormel (Tead ardy’)

Lewrel T—FBriry levre]l persorinel
[read owdy’)

Lewe]l 10—DPercorme 1w 1o ce e fothinit
vic it Teque ste (Teaddarite vicite ondy)

Investigative Requirements For Access

Levels 2, 3 and & —-Final security clearance eligibility with
current 33BI/33BI-FPE.

Levelz 4, 5, 6,7 and 10 - Final security clearance eligibility
with a current MNACLC/3PRE/35BISPE for military and AMNACI /5FPRS
S33BIFPER for ciwvilians.

s S s

A Secret personnel security clearance is the requirement for
users of JCAVI based on a fawvorably adjudicated NACLC for
military and a faworably adjudicated ANACI for ciwvilians. The
MACLC and the ANACI became the required inwvestigatiwe basis
for all 3ecret and Confidential clearances in January 1999,
Howewver, zsome indiwviduals requiring access to JCAVI will hawe
a Secret or Confidential clearance baszed on an ENTHAC , MNAC or
HACT conducted prior to the January 1999 NACLC implementation.
Individualzs with thesze pre-1999 inwvestigations will be permit-
ted interim access to JCAVS provided they have requested a
NACLC or an ANACTI, as appropriate.



HOW TOD REGISTER FOR JPAS ACCESS

The Joint Persomnel Adjudication 3vstem (JPA3) is a web-based
system developed for use by security personnel throughout the
Department of Defense (DoD). Department of the Nawy (DON)
gecurity persomnel will use the Joint Clearance Acceszs
Verification 3vstem (JCAVI) portion of JPAS to manage the
commatid® 2 access authorization process, to walidate personnel
security clearance eligibility and to determine the status of
persomnel securlity inwvestigation requests Lo reglster your
command for JCAVE.

o to https: /AJPAS.osd.mil. 0On the left =ide bar of the JPAS
Fateway screen click on "Access Bequest Forms® or the Joint
Clearance Access Verifications 3vystem [(JCAVI) Access Request
Form.

All requezsts for access to JCAVI will be approwved uzing a
hierarchical authorization process. 5Second echelon command
JCAYS account managers will register an account manadger at
each of their subordinate third echelon commands; third
echelon command account managers will then register an account
manadger at each of their subordinate fourth echelon, etc.

JCAVS accounts may be izsued to individuals who need access to
perform assigned duties. A& final security clearance of an
ENTNAC, NAC or NACT will not support a JCAVI account. How-
ever, once a NACLC, ANACTI, or 3FR iz submnitted and populated
[teflected az open) in JCAWVI, a JCAVS account may then be
establizshed.



JOINT CLEARANCE ACCESS VERIFICATION SYSTEM (JCAVS)
ACCESS REQUEST FORM

o st have your Accosnt Mannger sign e Request Foem befon subenitting it

PRIVACY ACT STATEMENT
The isforation yoe are providing i i for the purpess of pranting scicss b an imfarmation sysiem owned by OSDACST ond
pdminsiered by the JIPAS MO, Furnishing personal information, incloding you secial s2oerity number, & anthosest by 51150
5528 and v vislunlary: however, failune 10 do so may resolt in your 108 meceiving soeess cemilication. This informalios shall ba
reminzd by the JEA% FMO Sy Admissssiion and may be released bo other cospenenis of agencies for aificial purgoses,

Iddie FULL NAME
T — =

DSM Phene No:{  §_735-8338  Fax Me:{ }735-9330 Major Command _COMLANTELT
ServicalAgency: _LUSN
Organizalion: _NAVETA Mordolk
Office Symbal:  _N34567 (SMO Code)_

E-Mall Adrass:_john gresn® navy.mil
[TYPE OF ACCOUNT REGUESTED |  [TYPE OF ACCESS REQUESTED |

X__Account Manager Level 2 = MAGOMIActivindHO Agency S50
User Levai 3 - BasePostShipfets. S50
Level 4— MACOM Man-5C1 Scty Mgr (callaieral)
Level § - Base/PostShipfete. Hon-5G| Scty Mar {(ccliateral)
Level & = Unlt Security Manager
Level 7 - Collaleral Entry Controlier
Level 8- SCIF Entry Coniroller
Level10 = Collateral Entry Cantrolber (Wisik Carlificalians)

|I YPE OF REQUEST i
—x Add individual named above (o the JCAVE System
Secaunt Type or Accoss Lovel Change
Diplete the individual named above a8 an Account ManageoUser of the JCAVS Sysiem
Swetem Laer Mame Change:
Fram _
Last First Middis MAME

T

Last First Middle NAME

I hareby cordlfy | vnderstond that by signing ifhis Access Reguast Form | am solely responsibie for the use
and proteciion of ihe UserdD and passwond that | wil be ghven. | also undersinng that | am not apthorized o
share my UserD and password with any other Individualis) except my Accownt Manrager ia lhe colrss of
gaining sccess fo the Jolnt Clearance dccess Verilealion (WPAS] Systarm. | further certify thnt | shall wtioe
the JPAS syalem i accordance with the JPAS Accownt Management Pollcy and JEAS Security Palicy 85 wall

a% alt appiieable U5 laws amd Dol regquistions, ‘kd‘}_‘/_
s Strar v ot fisle? ).
I certify thad Hrﬂhw-ﬂfgnﬁunmﬂmnhnmmﬁ;rmﬁ'mumm regulraments for access and sccowunt
management privilages te the JPAS informalion :
VG
ER.@ 22 Caake . -LL_
(Printed Mame of Accounting Manages) count Mannger's Slgnature

JEAS PO Aczess Bequest Foom 1, ver. 4 1203 EE
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JPAS GATEWAY PAGE

URL: http=s: ffJPAS.osd.mil

adilid
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l. Thiz page iz the JPAS Fateway (i.e., homepage] and
provides information on the entire system.

We recommend that yvou bookmark thiszs page.
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ESTABLISHING YOUR SECURITY MAHAGEMEHT OFFICE (SMO0)

After registering vour command for JCAVS access, the next
2tep iz establishing your commands Security Management
Qffice (3MO). By setting up vour MO0 vou are directing the
systems information flow to vour organhization. Commands with
JCAVE access can see JCAVE information, but without
eztablishing vour M0, other commands will not be able to
identifvy vou. Additionally, vou will not receiwve
notifications from the DON CAF, receiwe wizit requests,
etc., nor will vou be able to wodify any individual records
contained in JCAWVE., The 3M0 i3 established by the Account
Manager . JCAVS will not function correctly without following
these important procedures.

=[] x|
= s O3 Yeew 0 beolonwer Took Yendow  Esip

G \ﬁ} {;i L..i | ™ bt lipasspn . cad i PAs earviok sicam adl . e, chent. sorde |-|’5,,:=|1.'| *-Z;a @

o= 4l voms M Mebeoape Ol Seach 3 Shop | | CJDockrenor

4 Security Management Office Search

"Enter Seaich ':I'iltil_i_:

Conle:

MHame:
Heloct Porson Locatinm
minlndnin Sncurit 2 i
Siiie Sewch | Add | Feani
Change Paocanrd
L PTE RS O TN | Click nn Code Bink Bonlew in order 4o snlec SRG

Logou

ELD'EE'

Hetice:  Underthe Prvacy Ack of 1974 you mus| saleguard personne! inlommatian releeeed thoogh
e dystam. Diacagure ol mlomation m gaseened By Tille 5, United SAates Code, Seclion 5526 Public
Law B3.573, DoD0 5430 17, DoDR S400.1 1R and tha applcabis Sonioe dimiolibes.

R 8 O [ bepan st oodid R et Foor s o clend o e LA SO or AR O vl -h'.- "I:«_'I ﬂ
L e I T R T | oot pesss.. | i mas gatovarr .| [Eocaws Main 5. [T TR 5o

l. Click on the Maintain Security Management 0ffice [3MO)
link. The "3Jecurity Management 0ffice Jearch™ =creen
appears.



ESTABLISHIHG YOUR SECURITY MAWNAGEMEHT OFFICE (S5SMO)

i) x|
o OEM Bt Wew G Bekrsds Lol Windoed peln

ﬁ: f& @ f:j g | % miimeliinsssnn ool ol PAS ar debicon sk s, chank oo | [0 Snmeh | *:fgg @

by 1| ﬂm&mﬂ.mﬂmm

1 Security Management Office Search B
“Enter Search Crderiac
Coda: fIES
Ham; |
Lacalisn: |
Sewch | A | Fas

Facords 1 -6 o' B, Fage 1 of 1
[ o 1.'u-|1u Fink helow im ordes o seloct SM0

[ Swocodn |~ SMORwme | S0 locwion

HIZE HQ, La#id 2 WWAZHIMGTON, DC
Eﬁ!ﬁl ri% HO Leenl 3 WASHINGTOM, 00
EI2B5 HIS HQ_ Liwid 4 WESHINGTON, DC
LA FEE MU Liveed & WAZHIMGE TN, DG
EA2R56 RIS HQ_ Lieewl & WASHINGTOM, GG =1
BI2BLT HCIZ, Leval B WWASIMGTON, O
_uosE | o
[T p—" = S
Svart ||| o) aE B || Cawes | Firserssett rowe. | @@0es doenay o [fE@0cavs Man - [ PR meian

l. Type in wyour 3M0 code,
2. Thiz iz a listing of one 5M0 with several different
levels.



ESTABLISHING YOUR SECURITY MAWNAGEMEHT OFFICE (SMO)

ADDTHG A HEW SECURITY MAHAGEMEHNT OFFICE

155 ICAWS Min SCheen - Mebecape =8 x]
Fia Edd Mew Go Comwmricstoe  Halp

« % 3 & 2 W o3 B B @H
| Bsa et Pated  Hove  Gasck Mestape P Gty Shep O

T Bookmskr Wt o Fpesas o rdPAE i oo sds D bl ietdet JFRICIomeR ok aid. %] (0 whats Fleieted
I Hvutaieaage B wetsl [ Caendw (S finco (5 Pesge S veiow Pages (8 Dovnicad [ Cussomza

4 Securlty Management Office Search

"Enver Soarch Criveniac

Code: [F50757 fiﬂl_l |_|7

Hamu; |
Location; | "Er"-
i Sawch | add | Ragor |

Motfcations
P parts
P Heg Click on Code Bnk helow inoorder 5o solect Sp0
Home [ SMOCedo | SMOMaemo | SMOLecation |
cho s e
Chavwsy oot 5 Q

Iwiprial

Motice.  Undarihe Smeacy Act of 1974, pou st saltguand poesanral miamaton mendetd Ihimsgh this
syalam Dizclogne of infpemalion i gramed by Tille 5_ Unded Srpies Code, Saction 5525 Pybic Laes
RFETR, CobDD 540011, D:0R S400 11-R and 1he applicalds s2mce draciyes

Decvre: Dore T e T e 17 |
w:l ) B FT P ™ | B Gatweary - eteraps | BITPAS Changs Passsodd Ilﬁmmnkmn B R T zmm-

l. Enter the 3M0 Code (UICSEUC) for wour organization in the
"Code” text box.

2. If the 3M0 doez not appear, ¥vou will hawve Lo ™add” the new
sMO.

3. Click ™add-.



ESTABLISHING YOUR SECURITY MAHNAGEMENHT OFFICE (SMO)

IDDIHG A HEW SECURITY MAHAGEMEHT OFFICE
& ua L.,J 'u '-.‘j o T e | "_-'-""D '!ﬂ

T R el T e L i Ay T R T M

__:: j Sacurity Management Office Maintenance =l
Thia W T T
:-: M0 Cadn: R
ﬁ "M Haimo: HEZ HQ
“SME Lnralipn:  ASHIRKG TOR, LK
!':'I"“_r'"t""" '5-l||'\|l||.u.l\.l".|||.1l-c||:“'-lu ;-I:'\-lr =
:_-;:I:::"" e | omes L [l =)
Chanes Passeon] |IGEITE TR EETEIS ﬁ;’;:'l"“m Unmcibemies [
ﬁ”ﬁ?‘w.l IFE?:::I:.IMIM AT E:"'_""mm T 0%N Pann: 58
Logaul sinpkzondre s eavy.mil [
Essail [
o HI E:::Lf:ﬁ EE BEVES =
Bl Ouxignalios: Dasigstion Omzignaticn:
T
Bk
-i Active Pasent SMOYs)
Teed =
Ll 30 [ D b (408 i) - T E
||| 2 S e S e o - T | PP T TR R

The "Zecurity Management 0ffice Maintenance™ =screen appeatrs
with a meszage window directing vou to enter the regquired
data to add to the 3HMO,

Click DK.
Type the SM0 name in the SM0 Name text box. Thiz is your com-

mand's plain langquage addreszs. The UICROC shall not appear
in thizs block.

Type the location of the SMO0 in the 3M0 Location text box.
This iz the city and state only.

Click on the Servicefigency down arrow and select the appro-
priate zerwvice or agency. Nawvy or Marine

Click on the 0ffice Level dowm arrow and select the appropri-
ate lewel.

Type the appropriate date (Y¥Y¥T7 MM DD) in the Actiwve Date
text box.

Type the commercial phone number (No dashes or spaces) in the
Commercial Phone number text box.

Type the commercial fax number in the Commercial Fax number
text box.

Type the DSH Phone number in the D3N Phone text box.

Type in the email address in the email text box.

Click the appropriate Designation.

Click S5AVE. The 3M0 iz created and the =creen refrezhes.

DO NOT CHECE THE EBOXES ELOW THE “email” address.
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ESTABLISHIHG YOUR SECURITY MAHNAGEMEHT OFFICE (SMO)

ADDTHG A HEW SECURITY MAHAGEMEHNT OFFICE

pecial Priwvileges

You will not check the boxeszs for NEO Dezignation, Jervice
gecretary Dezignation nor the 03DSES Designation.



ESTABLISHIHG YOUR PAREHT RELATIOHSHTIP
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If vou hawve owversight responsibility owver other commarwds, wow may

estahlish yourself as an ISIC or parent.

An ISIC or parent com—

wanid does not receivwe DON CAF notifications howewer, they may re-
uest and receive reports on the commands they have claimed. To
add an ISTCparent relationship, complete the followirng steps.

l. Click on the Add/Maintain Parent Pelationships button. The
“Gecurity Management O0ffice Parent Maintenance™ screen appears.
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ES5TABLISHIHNG YOUR PAREHT RELATIOHSHIP
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1 Security Management Offlce Parent Maintenance
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l. Click ™&%earch For a New Parent”
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4 Security Management Office Search
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l. Type in the I3ZIC/parent TIC by placing the code ([(TIC/S

FIIC) , name of command or location of command.
Z. Click "Search”.
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ESTABLISHIHNG YOUR PAREHT RELATIOHSHIP
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l. Click on the appropriate IZIC/Parent Code,
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l. Once vou have selected a 3M0 Code [(UIC/RUC), text box
iz populated.

2. Place the date in the "Beginning® texthox,
V¥YY,um,dd.

J. Click ™3awe”™
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JCAVS USERS AFFILIATED WITH YOUR SMO
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1. Your Parent is now entered into JCAVS.

2. Before ywou leawve this ascreen, look at vyour affiliated
NS LS. Click® Affiliated TUsers®
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11 of the abowve indiwviduals are JCAVS users within wour SHO.
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PERS0H S5UMMARY
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i Person Summary

Sl - DD &, 2001 11 O

Heh =]

2l

Frneelgn Belalian:

EPSG Seny Boguest 10 RosaarohAkparade ikl iEy
Hon- S0 Ascess Hislong
Ferson Category | Tl Employss [LISHG ;l

Catijony Classiicalion: His,
ChrganizallanzEE3065, KIS HO, | WASHINGTON, D |

Docwapation Code: 1712 CAlloe Syrmbols Mo, -
Cracunent ; Core S, T L= ] I
A EEE | Erece. | BEsche. [[Facavs rasi. waseroe | Elcrostte. | <08 ssaen

1. Thetop pottion of the "Perzon Summary Screer™ iderdifies:

2T oI D oo T

. Mame [PID erdy

. SEM [PID et

. Clearance Eligibilty [CLF ety

. Twe and date of [azt completed investigation (0SS or QP entry

. K there iz an open investigaion, the date opened and investigative agency (055 o P erdrd

Dae EPSG mert [comimand ety

. Incidert Fepor - Thiz wmill populate i access has heen suspended . The indiv dual's narme will be in red.
. Polygaph - Mot inuse by Bawy,

Foreign e ldions [CLF entry]
Date of bitth [PID entry)

. Place of bitth [PID entny

Citizenzhip [PD ertry)

. Ml [Clazsified Information Mondizdozure Lgreement, SF-312] [Cormand & riry])

M5 [Mondich sure Stateme it [55 0 entrd)
Mtestation Date [Comrmnd ety

Blue links on top section of screen

NOTE: Ifvou do not o or zervce the individad, mo blue links will appear.

a.
b
.

EPSQ Sent - [Cormmand ety
Mon-SC1 Aocess History - Historystarted with wear 2003
Fequestto Rezearch, Re-certify and Upg rade Eligibility [ REL] - Comenicaion with DOM CLF
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Person S5ummary—Ferson Cateqgory
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zon Category -

a. "Perzon Categony® [e.g., cvilan, adive duty, reserve] MOTE F a person hazmore than one “perzon
category” - chose the comed caegory [PID endry]

h. Category Clazsfication [MA)

. Organization [PID et

d. Occupation Code [PID ey

e.30 - Security Aocess - for miitary supposed o showaceess level (it may of may ha shonup)

1. Lirival date [PID entry)

ij. Office phone [carrmand entg

h. RetiresSepaation Date [PID endry)

i. Proj LNCYRLICE 0SCODE (PID entry]

j. Interim [cormand ertryd

k. PSP - Presidertid Support poztions are thozein dired support of the President [.e., perzonnel assignedto
Camp David; the White Houze, perzonng who morks on the helicopter, cormunication equipment used bythe
President ).

1. 501 Sk - F person haz 301 access thentheywill be azsignedto an 3C15MMO [350 entry]

m. Non-SCI1 S0 - Akvays popubate (command entny

n.Office Synbol [commmand e riry]

0.Grade [PID Entry

p.P S [Pogition Senstivty] Gilian employves only [PID eritry]

i. Office phone DSM [comrmand entr

r. RRLTD [Curently Lir Force uze onby - TRFMSD [Currerdy Lir Force use only- Proj. Deparure Date

Blue links

Feport Incidert [ShA0 ] - communicate adjudicaive dizgqualfying ifformaion to DOMCLF
Suzpen = Dal—comrmand e

Indonat Process—oarmand ety

Fermarks - Cormrmand ety



Perzon Summary—Bottom Section
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LE5 FLo=, Puhlic Trust; His Shild Larn: s
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Investjaton Summan I tigatiom Histary
SBPR hom GOPM, Opsrad: FA Cleasd 2001 OO 08

SHFE Imm LinkEnpsn, Ceesned: MBS Coned 1588 [F 0T

Adjudlcatien Summany Slispliatien Hisoo
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External Interfades
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Perzon Surammary “ew from a non-3SC1 ewel. [SC] lewel you vall zee the specfic SCI acoe gz the per-
zoh has been brnefed into -fromthe Mon SC1zide you wll zee juat ez or ho® by "access™)

LIS: Confdential, Secret, Top Secret will show once e nte red

CMIVD: F perzon bnefed, - reflects ™yes®

PR.F: If perzon in PRP & will reflect “controlled” or “crtical”

SIGMATE: Air Force only

MATO: i brefed MATO & will zaylew! (Confidential, Secret, COSMIC)
SIOP: Findoctinated into SIOP - will indicate LewelT - 10

Rezticted Data: K indicted into RO wall 230y “pes®

wowow owow W w

lrvestigation Surmmary - Summary of investigations
Adjudication Summmry - Summary of CAF actions.
Blug Links

T, Publc Trad, Child Care” - Cralian Personnel Cffice fundion
“Indoctnnate” - Lnk you uze to grant and docurment command access
e digation Hatory”

“Pejudication Hstory™
Exemal Interfacez “Perform 5l Search” - OF W investigation history

DCH - DE5 investigation hiztory—"ou rud hawe a walid DCHuser 10D, and pasanord to access.
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HOW TO LOGIH
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TYPE IH YOUR USER I.D. ANHND PASSWORD

Joint Personnal Adjudication System

(JPAS)

I: Lzee D Peigmond ||

—

LoEm | TEHCEL ik v 5§ sinules ueil e gerean Hmes o

Mabice: The e CBad U 5 Gomreent nlerst spdem b agthasined i anly, De red [iecuns, Ents, Trampler, Prcoeeor Travired Cep#edSanive Wakral
Fr-:ir migETaian :"-::Nr' anmidiady o ol for which | ayetem noad g ed e of Pax arsdem coralides cana et b ercyucty bmbeg osd mondeTs T2 0w
Bt advi 8 Poad 545 sl ol os iodp paebd ssdden i of Bos ke crieihal Uiy hind lad i Seth Feord W L0 apf 0 [ & l"fl-E.' RN
Famdbaryed afwepds | vplesd micaraton or charg s mlormadon an fas serace e siac iy preteieted and reay be pywdodle rae: e Compader Fousd angd Apass Al
of P9EE. I yie o rdl CEaasnd 13 e e, sl TS Sy e e, Lepd bdid vl Cla 2 1ol o Co vl o ptuldh

l. Twype wour user I.D. which iz always lower case.

¥ou have 3 chanceszs to correctly log into the system. Your
account will be locked after 3 unsuccessful consecutive
log-in attempts. Thiz will occur ewven if the log-in
attempts occur over a long period of time. If wou dget
locked out, contact your local JCAVZ Account Manager or
wvour ISIC Zecurity Manager.

Inactive accounts will be locked after 60 days. If£ this
oCcurs, contact your local JCAVS Account Manager or your
ISZIC Zecurity Manager.

Do not bookmark this screen because if ywou go directly to
this screen wice the JPAS Gateway [i.e., homepage] sScreen
vou will miss important information (i.e., the system will
be dowm for a day, new featurez hawve been added to the zvs-
tem, etc.]).
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HOW TOD LOG OUT OF JCAVS

ﬁr_e.k_mm !?u!:irrnﬁﬁm Hdp
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Eack Pl Hoesd  Heomm
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b Eockiebs o Hete [ ez ond A FRG Aedet o oth o clerL sttt JFRS houi chkea el ] R el Matsled
0 Arcatbmasgs [E wibied (3] Cuerde (8 Fada B Pecps El YelowPagsn (5] Dosnbcad B Cudomza.
| =

Weloome to the Jaint Clearance and Access Verfication System
HICAWVS)

Woau are logded in a8 Ligar:

andema
Rapnrt Civilian Employes (LUEM) - Level 4
E5R Mgt .
Hime G32654 - B32E5 - MIS HOQ, Leveld
Change Fasny h . = o |

Please select an item from the manu on the left to continue,

£ =
8 i = ik

’;!ithl:t | 2 BF ES P % | Elimnten- b | P pa | B et 0., | BEWes aote, | [cavs e [ CHAREA mmmem

The only way to Logout of JCAVI iz to single-click the
"Logout” link located on the left-hand menu of the screen.
If vou accidentally shut down the browser prior to logging
oEf the szvystem and you experience difficulties in attempting
Lo gain access to the database, y¥ou must contact your local
account manager or ISIC security manager for assistance.
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CHAHGE PASSWORD SCREEH

L AR Lhangr Passwrd - Mebyraps _.._F_EI-E'
Fe B Wiew! G Osvasewalor . Hely

|4 & 3 & 2o @ = 8 O &
il Fovol  Faowd  Fove  Gewch Mescww Bt Senwly  Shop oo

i uﬁ Dosraks & H‘mle'|hll.:vs-"|'p-a 20 e el U S et oo ey, peas. et et s P Login enviet =] 57 s Relaed
i TSRO SRS (R T —

-

1 Change Password

pasapmnsd.eadl - [avaScriph Application] x|

Seiect a pazeword fram 1010 20eF A1 Y Paemoerill wxpied Finass change yies paeard: o nurnbars anid upper and
krevEr Case.

Impertant ‘our passyword may oo |II WL []4}

lser 1D: cicakd
Coangen Passwonl; |

Hew Password: |

Wherify How Passwond: [

2ANE ! H‘.EEETI GARCEL I =

Eﬁl Doacuvent: Cone —Hb%eﬁ"-'—"‘lﬁ%l

Thiz iz what vou will zee the first time vyou login.

If vou have been using JCAVI, vou will get a message that
*¥our password is about to change do you want to change it
now or later?” Passwords are good for 90 davys. At 30
dayz vou will be prompted to change password.
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ESTABLISHING JCAYS RACCOUHTS

The "a&dd/Modifvy /Remowe JCAVS User® screen allows Account
Managers to add, modify, or remowe a JCAVS user. Account
Managers can aszsign the user s lewvel and identify any
gpecial priwvileges that apply to the user. The =creen
alzo allows the account manager Lo reset user passwords,
lock and unlock accounts, and log users out of the

application.
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S b 8 R L) | Dot Dana T80 )

i s B T R T |55 s v Fain Screen - p

l. In order to establish, modify or remowve
be using vour Account Manager permission.

12-1

Welcoms ko the Joint Clearance and Access Yerification System

Y¥ou are logged In as User:
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CREATTHG A JCAVS ACCOUNHT
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l. Click *3elect Person”
2. Input the 33N and click "Diszsplay”

3. From the Category drop-down list, select the dezired
Person Category.
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l. Click on the drop dowm arrow next to the Lewvel box and ze-
lect the appropriate lewvel.
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CREATIHG A JCAVS ACCOUNHT
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l. Click on the ™3elect 3MO” button to select the Jecurity
Management 0ffice for this user lewel.
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l. Twpe in the M0 Code [(UICAETUC) into the ™Code” block
annd click ™3earch®. The screen refreshes and the results of
the search are displaved in the lower portion of the
SCreemn.
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l. Click on the link for the appropriate 3M0. The

*hdd/Modify/Femnove JCAVE User™ screen returns with the
selected 3MO dizplayed in the 3M0 field.
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l. Click on the 4dd/Update Lewvel button to add the
level. 3ee the next page.
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l. The lewel iz selected and iz populated in the 3M0 text
box.
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l. If required, select the ™hccount Manager™ check box
and Identify 3pecial Privileges® - In almost ewvery in-
stance thisz will be marked will be ™none”

2. Click ™3awe” 3Jee next page for system password.
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After clicking *3awe” the computer will generate a one

time temporary password. If vwou hit ™ok® before writing dowm
the password vou will hawve to then reset the password.

2

The user I.D. iz always lower case and is found on the top

right hand corner of the Perzon Sunmary.

gee the directions on how to modify and remowe an account.
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WSAMPIE IETTERS
(From a JCAVE account manager to a new JCAVS user)

Frommn:

To:

Suahi: ESTABLISHMEHNT OF JCA4W S ACCOTHT
Eef: (a) Wour TCAWS O cess Feque s Foon of

1. Euresporee to refererce (o) here is oo JOAY S TSEER IDs and ore-time
Pucomrord, asrequeded, Pleace read the fetoaction bef ore a0 cessing the syrteim

TEER I : xoconoooon (abaraye lonarer cace))
P4 S ORD: CPmoooooo:

2. To bgito the ot e the TTSER ID avd pasoarord e xacthy ac shoam

abomre, Wher yona saccessfu by oz tothe spstermn for the first tivne | o arillbe
Eotpte dto change yurpassaord. JC AW S pasoaords rroast be bebare e 10-20
characters long and ey cortain the follvring sypbols @RES &[] £, Additionalby,
P01 Ty 125 UppeT atud lovwrer cace letters . Be adwiced pasoaords ate case sereitie.
Pucomrord may be changed af avgetime byrthe user, Please rote honarenner, the opctan

vrill progrpt yooato charge wonr pasoaord ey 90 days,

3. Orwce yon get inthe opetem the andy wayrto log oot & by cele ciing
"Log Chat" locate d onthe Mo Soean mern . B the apderm zoe s doam, or yon log off
nsing the back aroer or the “2320°, youwil lodk yom:e K ot of TPAS and arill

teed to copdact wourr local TCAWS Secomt Mlavager or yoar ISIC Seourity Dlaveger to log
yon1 ondt of the oystern .
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MODIFYTHG JCAVS USER'S ARCCOUHT

i
msripesde bl

PN s N S N =

- Pkl frvien CH T30 T SRR LS prrrbu b, ek s e e R B el e erroid | T s Fnad

218 AddiModifywRemove JCAWS Liser =

WELLER, RICHARD LAMIE
EHH. [T =N

T oL
" Caimgay [®=ivm Caap qiesy =]
Salam Carsan Grasla: P
Mainnain Su
ks

el e ] U i L dae H

darhiairad Thor | o s Wl

Bageat S

=
= e —
B i H 8 |

F ey Ll

2y e S |
Gl S SR TR el P

Lz A JCAVYS account manager vou cahn modify the record of a
JCAVE user. To wmodify a user’s account:

l. 0On the Main Menu, click 3elect Ferson. The “3elect

Person® screen appears. Type the 33N of the JCAVE user
whose account iz to be modified and click DIZPLAY. The
"Add/Modify/Fenowe JCAVS TUser® screen appears.

2. From the Category drop-dowm list, select the
appropriate category to modify.

3. Select the appropriate lewel to modify from the lewel
drop-down list.

12-8



MODIFYIHNG JCAVS USER'S ACCOUHT
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4, Modify the appropriate fields.

S. 3croll to the bottom of the screen, select the HModify
button and click ™3awve”.
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BEMOVIHG A JCAYS USER'S ACCOUHT
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l. 0On the Main Menu, click Select Perzon. The ™3elect
Perzon® acreen appears. Type the 33N of the JCAVI user

whose account vou wish to remowve and click DISPLAY. The
Add/Modify/Renove JCAWI User™ screen appears.

2. Helect the appropriate category from the Category drop-
down list to be remowed.
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A Acroll to the bottom of the screen and select the REemowe
button and click 54VE.
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HOW TO BESET A PASSWORD
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On the main merni, Click "3elect Perzon®. The *Select
Person® screen appears. Type the 33N of the JCAVI user
whose account iz to be rezet and click display. The ™add/
Modifvy /Femowe JCAVS User™ =screen appears. From the Category
drop-down list zelect the appropriate person category to be

modified.

1. Click the "Beset Tzer Password® link to reset the
password.
Er Click ™3ave™.

A confirmation message displays the user’ s new password.
Write down thiz information az it iz encrypted once the
dizplay window closes. The user must enter the new password
the next time logging into the systen.
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LOCK A USER‘S RCCOUHT
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In the Main Merm, click ™3elect Perzon®. The *3elect Person”
sZcreen appears. Type the 33N of the JCAVI user whosze account

iz to be reset and click display.

The ™idd /Modifv/Femove JCAVI User™ screen appears. From the
Category drop-down list select the appropriate person cate-
gory Lo be modified.

1. Click the "Lock/Unlock Account® button
2. Click "Log O0ff T=ser”.

This function ensures a UsSer can return to the system 1f they
shut down their Brower without properly logging off the data-
baze or if thev do not log out properly using the appropriate
hyperlink.
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UHLOCK A USER'S RCCOUNHT
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On the Main Meru, click ™3elect Perzon®. The ™3elect FPerzon”™
screen appears. Type the 353N of the JCAVI user whose account

iz to be rezet and click displavy.

The "Add /Modifv /Bemowve JCAV3I User”® screen appears. From the
Category drop-dowm list select the appropriate person catedory
to be modified.

ri Click the "Lock,/Tmlock Account®™ button.
o Click ™Sawve™.
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L0z OFF USER
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On the Main Mera, click ™3elect Perszon®. The ™ielect
Person® screen appears. Type the 33N of the JCAVI user
whose account iz to be rezet and click display. The
"Add/ Modifv/Femowve JCAVI Uzer™ screen appears. From the
Category drop-dowm list select the appropriate person
cateqory to be modified.

l. Click ™Log DEf User”.
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JCAVS T3ERS ERROR MEZSAGES

Theze are messages that will appear if an JCAVI user account
iz locked and what wvyou need to do:

Adminisztrative By Account Manager - You need to unlock
the account

Inactive Account - ¥ou need to reset the password and
unlaock account

Invalid Password Attempts Exceeded - ¥ou need to reset
the paszsword and unlock the account

Accezs Suspended - Can not be remowved

Eligibility Change - Can not be remowed

Hote: The Eligibility Change lock condition cannot be
removed if the uszer does not qualify for the assigned lewels.
The Accezs Suspended condition camnot be removed if the
condition still exists.
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PERSOHHEL 5ECURTITY MAHAGEMEHT HEWTORE (FSMNET)
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[T AWE)
Aalacl “srann ¥ou are logged In as User:
Wi Sauritg f
o Pglidy and&rma

Hatificalions

@ Waparis Ciwillasy Emplayen (ISH) - Laval 4
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Hams 32864 - 63285 - NIS HD, Level 4
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JCAYVS will not function correctly without following these
important procedures. After your command has established a
gecurity Management D0ffice [(3MO0) under JCAVI, the next step 1=
Lo properly identify the indiwvidualz owver whowm vyour SM0 will
have security cognizance. Thiz is done under JCAVI's P3M Net
function. Through personnel data system interfaces, JCAVI will
automatically identifvy most of the indiwviduals who share your
TIC/ROC az belonging under wvwour P3M Net authority.
Tnfortunately, the persommel system data i3 not without error.
It is the responsibility of each 3M0 to review and make
necessary changes (add indiwviduals to the P3M Net, delete
individualzs from the P3M Net) Lo ensure itz accuracy and
integrity. It iz alzso the responsibilitcy of each 3M0 to ensure
the P3M Net iz updated with every persomnel change as
dezcribed in the ™in-out procezz”. The following procedures
will take vou through the proceszss of establishing your SM0O's
PEM HNet.

l. Click on P3M Net. The "JCAVI Maintain P3M Net”™ =creen ap-
pears
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FERSOHHEL SECURTTY MAHAGEMENT HEWTORE (PSMNET)
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Here iz a list reflecting perzsonnel in a P3N net.

Thiz screen allows vyou to “clean” up vyour PiM net:

l. Ensure those who should be in your PSM net are under the
right ™person category” and rewview whether you ™own™ ot
"zervice” them.

2. Anyone who is listed in vyour P3N Net who should not be
there vou may remowe by clicking the "remowve™ box. The term
"PENDING FEMOWAL® will appear and at midnight Easzstern
standard Time the perzson will be gone from vyour PIM net.
[The record doez remain in JPAS for another 3M0O to take
ownership, etc.).
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FERSOHHEL SECURTITY MAHAGEMEHT HEWTORE (PSM NET)

CHANGIHNG PERS0OHHEL FROM OWHIHNG TO SERVICIHG
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l. Click on P35M Net.

g

2. Place an ™x” in the "Change” box. Thiz will change the
affiliation from Owming to Jerwvicindg.

If the szystem will not allow you to change from ™serwvicing”™
to "owming” a "BEeaszon” box will pop up. Click on the reason
box to determine the 3M0 that has ownership so that you can
contact them and request that they out-process the
individual from their ownership.

Important Note: You may hawve only 1 Non-3CI M0 and 1

ACI-3M0 Owming relationship, howewer, vou may have HNUmerous
servicing relationships=.
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l. 0On the Main Menu, click on P3M Net. The "JCAVI Maintain
FP3M Net” =creen appears.

2. Click on the Person Categories by Organization button.
3. Click on the Add link. The ™P3M Net Add Organization

Ferzon Categories™ screen appears.
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l. Click on the Owning or Jervicing radio button next to
the FEelationship radio button.

2. Click on the 3elect Organization button. The
"Organization 3earch” screen is displaved.
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l. Frowm the Drganization’s JervicefAgency drop-down list,
select the appropriate zervice, e g. Nawy or Marine.

2. Type in the szearch data (e.g. Organization Name -
NAWVIEA® , For Location - Washington® or UIC/EUC/PASCODE -
code Ne3321%., A4ll unitzs with an Organization/Unit Name/

Location/UIC matching the query now appear in the 3elect
Organization Zearch Fesults drop-down window.

e Click ™Search®™.
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The ™P3M Net Add Organization Person Categories”
Zcreen returns with the organization name appearing
in the Organization field.

l. If thisz iz the correct 3M0, click on it.
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l. Click on the add button. The ™P3M Net 4dd Organization
Person Categories® screen refreshes, see the next page.
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1. Yo can either Click on the box to *&dd” an indiwvidual

person categories or
2. Click ™add All-“.
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List® screen appears. Jee below.
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The abowve is a listing of organizations (UIC) that wou hawve
in wyour P3M Net.

l. ¥ou may remove an organization by clicking on the
"remove” box. 13-9
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l. On the Main Meru, click on P3M Net. The JCAVI Maintain
P3M Net screen appears.

2. Click on the Perzon Categories by 35N radio button.

3. Click on the 4dd button. The P3M Net 4dd Person
Categqories ScCreen appears.
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l. 3elect the appropriate Owning or 3ervicing radio button
next to Eelationship.

2. Enter the 33N of the perzon in the 33N text box.
3. Click 3Search.

4, The zcreen refreshesz and populatez with data pertaining
to the selected 33N.
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l. Click the ™add” box and click ™3AVE®. The Add column
now displays a Feason button.

2. Click *Cancel®. The JCAVE Maintain P3M HNet screen
reappears with the new relationship reflected in the
Person Categories section of the =creen.
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l. Type the date, ¥Yr¥r MM DD or use the calendar widget.

2. Click the radio button for “0wning® or ™“3erwvicing”
3. Click ™3awe”
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l. The non-3CI 3M0 now appears.

£1]1 individuals within vour P3M Net must have an annotation as
shown above or vou will not get the hyperlinks to input

information nor will vou be able to communication with the DON
CAF.
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1. No ND& date reflected.
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HOW TO RECORD THE HOH DISCLOSURE AGREEMEHNHT
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The "Indoctrinate™ link allows the user to record
information on an individual Perszonal Summary for Non-3CT
Aocess., IEf a Classified Information Non-Disclosure Agree-
ment, Ndi [(3F-189, 3F-18%94 or 3F-312) date haszs not been
assigned, another screen appears requiring the user to type
the Ndi date before proceeding to the "Indoctrinate Non-3CI™
SCEeemn.

Click ™3elect Perzon®. The "3elect Person™ screen appears.
On the "ielect Perzon” =acreen, type the 33N of the
individual to indoctrinate and werify that the appropriate
radio button iz selected. Click DIZPLAY. The "Perzon Sum-

wary" screen iz displaved. 0On the "Perzon Sunmary” SCLeen
under the Non-3CI Acceszs section.

iy Click Indoctrinate. The "Indoctrinate Non-3CI Access™
SCcteen appears.
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HOW TO RECORD THE HOH DISCLOSURE AGREEMEHNHT
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arn Ndd iz required, type the date, (Yy¥ie,IMM,DD) it was
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2. Click T3AVE®. The "Perzon Jummary™ sScreen iz displaved.
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15-3



GRAHNTIHG COMMAHD ACCESS

WY ICAYS Pigin Screern - Mobscone ]
Fie Edt Vs G Comerasosbor  Helo
- - - w
-l - A o A iz == 4 1B it | di e
Bk 1 Frozdo nd e Somch . Helzcarss Frire Sy Shenn s
[ il T Bockmads M Motsse e oo dedl rel PSS At toen s peoncberl_serdelad FaS Dhemse Rk Sondat | I what's Flaiates

A bgiaet Wecasge M wietbesd (5] Cabds (S A [0 Pevods [0 Wobors Pages |8 Dadosd 56 Coaniss

Man-SCl Accegs

WS rdis, FATO: Fs, S s,
T RA5A, SAP R Aunparsa! PO
FRP: DL, Bpeirlcind Dais: RAS

SIGMA T6: DS,

I ity Erailello Trorsa; A4 dld Cargghlis
Imdnceringis

Investigation Summarnyy Ty st ai i M st g
EEFR font OF, Dpdgimad MY Clogod Z000 02 21
SO0FRF fiom Llnknoen , Dosned: PLOA Chpesd 156565 05 210

:,':'"“ o | Adjudicatien Summany Aol afine 2t
T A PEI Adiudication of SEPR OPM, Opaidd |, Claged 2001 08 28, datesmined Eligibditg of BC1. OCID &4 o
Cleamips Canh iy 201 11 01 OakAF

_I_|:|_t-a:r_l_|._l P&l Scqudicalion of SEFR Uninoresm, Opened | Clozed 1935 09 20, defurrenad Elgbibty of SC1 - DCI0 6864
L0 51 on 1955 10 11 CenCaF

External IntemMaces T
Perfomm 511 Soarch

I == [Et ol 1 Caes — SV ¥ YT ot J . .
i‘ﬂrml IR ™ Em-ﬁ.ﬂl\... I B Wik Chan. . Ilm::ms Plak,. A “*ﬂ'-lil‘ﬁﬂ-"r:?wﬂml--l | SRES ZimarRH

The "Indoctrinate” link allows the user to record
information on an individual Personal Summary for Non-3CI
Aoccess., IEf a Classified Information Non-Disclosure Agree-
ment, Ndia [(3F-189, 3F-18%94 or 3F-31Z) date haszs not been as-
signed, another screeh appears requiring the user to Lype

the Ndi date before proceeding to the "Indoctrinate MNon-3CI™
SCIEEN.

Click ™3elect Perzon®. The "3elect Perzson”™ =creen appears.
On the "3elect Perzon” =screen, type the 33N of the
individual to indoctrinate and werify that the appropriate
radio button is selected. Click "DI3PLAY". The "Person

Summary” screen iz displayed. 0On the "Perzon Sunmary™
gcteen under the Non-3CI Access section.

s Click ™Indoctrinate®. The "Indoctrinate Non-3CI Access™
SZCkeen appears.

16-1



CGRAHTIHG COMMAHD ACCESS

Pl B Ve Ga e Hep SR
«+ # 3 4 2 3 4 8 O @
Bk i Hea  Seact Ushopa FPai  Suony o Shep Y

T ol Bockmes o Rt b Pparapouced i WPES ierveoom o i ik ibhiens JPRSwoehoshirn =) A s e
Hiombocen B Wetkd 5 Cotes 13 Ewke O Prk 1 ekmPaist 1 Opwioed 1§ Crkimia.

i Indactrinate Non-SCI Access =

_ Grade: G517 Categang: Covan Erndapes

Ar Bel® i sigaid e 200G 02 13
B anied alon sns paeduced e

B v s e
e Enempion mn—<:|
s s Comferdtat]
. Seoet]
'-.I"ll.' TopSecetimmmn <:| |
Ef; BNE. | I.'-.l.I'IEEll

4

Disiyrri Do Lntei] 1

hee |
| AR e | $ree. [Bowe s Sman | Fos | e T3%

l. To enter the attestation date, type Y¥rr: , MM,DD.

2. To enter the non-3CI command access (e.g. Top 3ecret,
Secret or Confidential), as appropriate, type Yyoe MM, DD.

3. Click ™3AVE".

The next page will show vou where the attestation and the
Commatd access are recorded.
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2.

i entered Attestation date.
i entered command access.
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Click on the gray “NATO™ box.
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GRAHTIHG SI0PF ACCESS
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l. Click on the gray "3I0P" box for 3I0F.

Z. Enter the date, ¥Y¥1¢, MM, DD and specific lewvels you are
granting access to.

3. Click *3awe”
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GRANTING HUCLEAR ACCESS
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Click on the gray "Nuclear™ box.

Enter the date, ¥Y¥r:,,MM,DD and specific lewel, Controlled

Critical wou are granting access to.

Type a date, ¥Y¥¥¢,MM,DD in "Restricted Data”

Click ™Sawe™
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HOW TO DETERMINE THE STATUS OF AN OPM THVESTIGATIOH

This procedure allows JCAVS users Lo determine whether an 0FHM
investigation iz opened/scheduled or clozsed. This procedure
linkz the JCAVI user to O0PM'zs Security and Inwvestigations
ndex (3II). Thiz link fulfills the e-Government's e-Clearance
requirement to link all federal security clearance and
investigation data systems to form a single e-Government
Security clearance and inwvestigation data source.
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From the Main Menu screen's sidebar, click on Select Ferson.
The "Felect Perzon” screen will appear.

1. 5Gelect the "Diszplay 5II° radio buttomn.
2. Twpe in the 33N, Last Name and date of birth, ¥¥7¢, MM, DD.
3. Click "Di=zplavy”™.
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HOW TO DETERMIHE THE S5TATUS OF AN OPM IHVESTIGATIOH
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l. If the individual is in your FPersonnel Jecurity
Management Network (FP3M Net), the 0FM investigative data will

alzo be automatically displaved for vou on the individual's
"Person SUnmary’” SCEeell.

2. If the individual is in vour P3M Net vou can also retriewe
the e-clearance az shown below by clicking on "Perform 3II

Aearch”.
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The "e-Clearance”™ screen will appear. You may how view the
status of the investigation by scrolling dowm to the "31I1
Investigation Sumnmary™ box.
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THE IMH CAF
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Clidk Zelect Persmn on the Main Manw The "Zelect Peraor”
acrest gpears. Type the 53 of the persan whoss record ol
wish o view ad werify that the apropriate radio batom iz
selected. Click DIAPLAY. The "Persan Sumary™ acreal is
displayed.

1. Click m tle "Feagaest to Fesearchy/Thorade Eligibility
(FEIT lirk.
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FEQUEST SECURITY CLEARAHCE ELIGIBILITY DETERMIHATION FROM
THE DOH CAF
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1. %¥ou must type what vou require in the *nclaszified
Justification® text box.

2. SJelect the appropriate button to research, recertify, or
upgrade the zelected perzon's eligibility.

3. In the ™3elect the CAF to receiwve the request” pull dowm
box, select DON CAF. %You will not be able to make another
request on this individual” 3 record until the DON CAF
respondszs to the first request. Ensure you do not zend to
the incorrect CAF.

4., Click ™hawe”.
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l. Thiz iz the JCAVI record reflecting that NEL submitted a
recquest for eligibility to the DON CAF.
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DOH CAF RESPOHSE TO A BEQUEST FOR ELIGIBILITY
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On the Main Mernm, click on MNotifications.

l. Click on "Eligibility Change®. 0On the eligibility change
record vou will note up-to-date eligibility on persomnel within

vour SMO.

2. Click on the 33N number which will link wou to the person
SUNMArY.

oh e Click ™Remowve™ to delete the notification of an individual.

4, Click ™"Confirm®.
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SUBMISSION OF A PERSOHHEL SECURITY IHVESTIGATIOH
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l. The "EP3Q Jent” link iz where wou record submizzion of
an inwestigation. This is wery important in that once you
submit the inwvestigation and record it here, vyou will then
receive the necesszary links Lo grant interim access and

commatd access.
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This drop-down window and the one on the next pages will he
the choicez you will hawe to annotate the type of

Investigation vou subwmit to OFPH.
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SUBMISSTON OF A PERSOHHEL SECURITY IHNVESTIGATIOH
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Highlight the type of persomnnel security investigation you
are submitting to 0PM.
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SUBMISSTION OF A PERSOHHEL SECURITY IHVESTIGATIOH
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l. Type in date EPIQ/3F-86 mailed, vvyyy, nm,dd.
2. The pull dowmn window permits vyou Lo choosze, O0PMSDES or
Other.
3. 3Jelect the type of inwvestigation vou are submitting. 3See

the previous pagesz to choose the correct inwvestigation from
the pull dowmm windot.

4 Twype the date, vyvvvy,nn,dd the EP3Q/3F56 was reviewed and
there was no derogatory information present.

S, Type the date, vyyy,n,dd that the favorable local agency
check wazs acconpliszhed.

6. Click ™Sawve™.
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SUBMISSTON OF A PERSOHHEL SECURITY IHNVESTIGATIOH
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l. The Date EP30 3Zent has been entered into the JCAVI Zunmary.
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DOCUMEHT IHNTERIM CLEARAHCE DETERMIHATIOHS

The Grant Interim link iz displayed in the Non-3CI section of
the *Perzon Summary® screen 1f a person has an open
Investigation or an EP3Q zent date for any investigation type.
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Type the 33N of the perzon being granted interim access on
the "3elect Perzon® screen and wverify that the appropriate

radio button is selected. Click *DISPLAYS. The ™Person
summary” screen iz displayed.

l. Click the Grant Interim link on the "Perzon Sunmary™
gcreen. The "Grant Interim Non-3CI¥ screen iz displayed.
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DOCUMEHNT IHTERIM CLEARAHCE DETERMIHATIOHS
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l. Twype the appropriate date, ¥¥r: MM, DD, in the "Date of
Local File Check® text box.

2. From the "Investigation Type BEedquest” drop-down list,
select the appropriate Lype.

3. Twype the date, ¥7i¥ MM, DD, in the "Date Commander or
Agency Chief 3igned Waiwer Letter”™ text box. Thiz iz the
date that the OPNAYV 55:20/413 would be signed by the
Jecurity Manager or hiszssher deszsignee.

4, Click the "Grant Interim Top 3ecret” button and click
TRALVE".

The date that appears in the "Date Commander or Agency Chief
signed Waiwver Letter” iz the date ywou would hawve granted an
interim on the former O0PNAYV 55107413,
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DOCUMEHNT IHTERIM CLEARAHNCE DETERMIHATIOHS
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l. The ™Perszson Summary™ sScreen iz updated with interim
access granted.
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AGIHG IHNTERIM HOTIFICATIOH
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l. HNotification first occurs wheh a person’s interim
clearance iz 6 months old and every 6 months

thereafter until basis for interim changes, i.e.,

DON CAF grants final clearance eligibility. These
notifications are zent to the owning and servicing 3M07=.
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MES5AGE FROM THE DOH CAF
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l. Click ™Mezzage from CAF® Notification and wvyou will
receive the above.

2. The information needed by DON CAF will be written here.

J. 0Once you hawve reviewed and submitted the recquest to DON
CAF, click "Femove From Display”

4, Click "Confirm”™.
NOTE: ¥ou cannot respond back to the DON CAF = message wia

JCAVS.
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link, wou will get the below f£iqure.
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HOW TO SUBMIT COHTIHUDUS EVALUATION ITHFORMATION TO
THE DOH CAF

This procedure allows a user Lo report an initial incident
or update prewviously reported information of an incident on

arnt individuaal within JCAVS.
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On the Main Meru, click ™3elect Perzon®. The 3elect Perzon
Screen appears. Type the 33N of the perzson whose record

vouu wish to wiew and werify that the appropriate radin
button i3 selected. Click "DIZPLAYY. The Perzon Summary

SCIeell AppeEars.

l. J3Helect the appropriate perzson category for the incident
that ¥ou are reporting.

2. [Click "FReport Incident®. The Incident Eeport =screen is
dizplayed.
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HOW TO S5UBMIT COHTIHUOUS EVALUATIOHN IHNFOBRMATIOH TO
THE DOH CAF
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l. If thisz iz the initial reporting of the incident or
vou plan to prowvide additional information when it
becomes awailable, click the "Incident 3tatus”®,
"Initial® radio button. 3Selecting the "Initial”® radio
button keeps the incident report in a pending status at
the DON CAF. The DON CAF makes no determinations until
a final incident report i3 receiwved.

2. Twype the date of the incident, vy, nm,dd.

3. If wou are suspending acceszs, click the ™3uspend
Accessz” box.

d. On the *Select CAF”, ensure wou highlight the DON
CAF.
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HOW TO SUBMIT COHTIHUOUS EVALUATIOHN IHFOFMATIOHN TO
THE DOH CAF
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l. 3Select one or more of the Disqualifying Factors.

2. Prowide an Tnclaszsified Description of the Incident in
the "Description of Incident” text box.

3. Click "%awe.” The incident report is sent to the DON
CAF. The Perzon Summary sScreen appears displaving the
incident report date in red. 4n "Incident Eeport Update
Notification® iz sent to the Lewvels 2 through & users of the
person’ 2 category organi=zation.
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VIEWING AH IHCIDEHT BEPORT UPFDATE HOTIFICATIOH
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Thiz procedure allows a user to wiew updated information on
an indiwvidual.

O the Main Merm click *Notifications™.

1. J&Gelect *"Incident Report Update”. A1l Incident Eeports
Tpdates are displayed on the "Incident Feport Update
Notification™ =creen.

2. To wiew the detailz of the incident, click on the
*Expand Incident” check box.

3. Then click "CONFIEM®. Details of the incident are
dizplayed on the =creen.

4, To wiew additional information, click on the desired
33N to wview the "Person Sumnary® SCreetl.

S, If required, select the "BEemowve From Displavy®™ text box.

6. Click *CONFIEM*. The notification is remowed from the
display. When vou are f£inished, click "CANCEL”.

Notifications are sent to an office, not to an individual.
When the notification is removed, it is remowved from the
dizplay of ewveryone in the office.
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COMMAND SUSPEHSIOH OF ACCESS
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l. Thiz reflects an incident report was submitted 31 Oct 2003

and the command suspended access.
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VIEWIHG A SUSPEHSION REFORT UPDATE HOTIFICATIOH
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This procedures allows a user to wiew updated information
an individual

O the Main Memu click "Notifications~®.
l. 3Aelect ™Access Auspension”.

2. All accezs sauspension notifications are displaved on
this screen.

3. To remowe a notification, click "REemowe from Display.”
4. Click "Confirm~™.

5. Then wvou are finished, click ™CANCEL”.
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CAF SUSPENSTON OF ACCESS

(NOT USED EY DEPARTMENT OF THE NAVY)
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DOH CAF REQUEST FOR ADDITIOHAL IHFORMATIOH
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l. 3Zelect the "CAF Information Redqueszt” under
*Notifications”.

Z2. Click the ™Reply to Thiz Request Link~™.
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REPLY TO DOH CAF BREQUEST FOR ADDITIOHAL
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¥ou may only ask for an extension when using this redquest.
l. Twype in the "Bequeszst Extenszion Date”, vyyy, om,dd.

2. Complete the necessary information in the *Tnclassified
"Comments to Justify Extension”™ block.
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J. Click ™3awe.”
NOTE: JCAVE doez not have a way to reply to the CAF =
request give JCAVS., DO NOT prowide the requested

information in the "Justify Extension Comments® block.
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HOTIFICATION OF A STATEMEHT OF REASOH/LETTER OF IHTEHT
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l. Click on ™350R".
2. Click on ™30RUpdate” to open up the communications from

the CAF.

The Notification ™3tatement of Beasons® now reflects “30R™.
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The information vou prowide on thiz S0E Update iz wery

important to DON CAF.

1.It tellszs DON CAF when the perzon receiwved the "written

S0R~
2.
i
any other izsues
cauze thevy are deploved for 3 months) -

(hard copv).

The ™ackhnowledgement receipt” was mailed back to DON CAF.
If required, type in Tnclassified “comments™ if there are
[i.e., camnot deliwer 30B(LOI) to person be-
DON CAF will then with

that information extend the response due date.

g, Click ™Save”.
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l. Thiz iz the commands record of outsztanding requirements.
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l. Armmotate all dates as ¥Yyy: MM, DD.
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l. TWhen vou open the "Zelect Suspensze Type™ you are
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Exanple of a command suspense.
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OVERDUE SUSPEHSE ITEM HOTIFICATIOH
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l. %¥ou will receiwe a notification whenh ¥our suspense iten
iz overdue.
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1. Type vwour unclazssified remarks in "add/Append Tnclassified
Femarkz=" block.
2. Click ™3awve”.

3. ¥our rewmark appears on the remarks history block.

Thizs information is seen only by the 3MO.
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l. An owning 5M0 will receiwe a notification when a
servicing 3M0 takes action on a person SUmMnAary.
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HOW TO CREATE A VISIT REQUEST
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The ™Create a Vizit® link allows users to add, modifvy, or
cancel a wizit request for one or more indiwviduals in JCAVI. To
add multiple wizits for multiple persons, simply repeat the
procedure. All Lewvel 2 through 6 and 10 JCAVS users can add a
vizit., & wizit request can be made good for one day or up to 3
vears., Wizit request will expire at 2400 on date last davy.

l. Click "Create/Modify Viszit® on the Main Menu. The "i4dd/
ModifysCancel A Visit™ screen appears.

2. Click the ™*&dd & Visit® button. The Visit Information
screen is displaved.
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HOW TO CREATE A VISIT REQUEST
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l. 0Open the "Reason for Vizit® drop-down list and select
the appropriate reason.
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HOW TO CREATE A VISIT REQUEST
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l. Twype in the indiwvidual who is the POC for the wisit and
the POCT =z telephone mamber,

l. Enter the first day of the Visit, ¥¥ie¢ MM, DD or wou may
uze the calendar widget.

2. Enter the last day of the Visit, Yvi¢,.MM,DD or wvou may
11se the calendar widget.

3. Click the 3elect 3M0 button. The "Jecurity Manadgement
Qffice 3election”™ =creen appears.
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HOW TO CREATE A VISIT REQUEST
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l. Type the information for the code, name or location of the
M0 to be wisited and click ™3earch”.

2. 3elect the appropriate ™3M0 Code” or the ™3M0 Name® and
click ™Search”.

3. Click on the appropriate ™3M0 Code”

[ EANS b Rareen Al il =f
P W WS e Dok Hiel
wl - A ok = w6 & B W
| P Fidesil  Hosm  Sasai Hoorses  Fid Bsmady  ap
T Wb Sl | e e ] el D e e s e e o el B Dl e =| I ey e
| M i O waraad B Caery B R B pevk S vemeodes O fuesioen U Erens
=

2 Wimit Infeirmation

P ey Ve whain [oa s :rl e Doy o s [0 Bl
o Lesl Dagwl s Pz m . Lol
POC Mysee; [C0d0mmed
HEET 1% . BSOS TR Lt &
P T |

e bl Ty M

Wiy |

“AJ lrasd B whiEsr B gl
TaE A T e e Wil s E ko ek Rl sleiooas

o el e 2 Ml Wl © Cangal Wi
El> e

Fhoriiom:  Dimder ihe Prms g ot o FITE youp real gudegasd pasynsrsl infor o i rawispvsd Femagh thin gywsem Dige s of sl pics iy
o ey T 6, B ) 0 o 12 0., e o P Pghber Lot SOUETE) Chpol S0 5, Do 000 1145 precl 108 ppph b porvas capc)ve

o apm Do g b L R
altrerean | | (F] aran commaer vy ] R mews st | [ e -ty | [ e ey e R = I:“-J.-Hl.d Tamrm

1. Click *34AVE".
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HOW TO CREATE A VISIT REQUEST
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To add the wisitor:

1. Type in the 33N.
Z. Click ™8%earch”.
3. Once the perszonal categories appear, ensure you pick the

category of the indiwvidual who will be going on the wisit.
4, Place a check in the ™4dd” box.

5. Click *&dd® button
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1. 3elect “Perzon”
2. Click on "Display abbrew. Person Summary with Visit info”
3. Click *Display~”
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HOW TO MODIFY A VISIT REQUEST
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l. Click the "Create/Modify Vizit”
2. Belect the *Visited 3M0 Name™
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l. Modify the wisit information, e.g., the date.
2. Ensure the "Modify Visit® radio button is clicked.
3. Click ™Sawe”
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HOW TO CAHCEL A VISIT REQUEST
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l. Click the "Create/Modify Vizit® button.
2. delect the "Visited 5MO Name® button.
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On the Main Mermi, click ™3elect Perzon®. The "Select Perzon”
acreen appears. Tywpe the 33N of the individual whose record
vou wish to wier.

l. Click the "Diszplay abbrew. Perzon Summary with VISIT Info”
buttomn.

2. Click "DIAPLAY". The "Vizit Person Sumnmary” ScCreen appears.
If there iz no wiszit information for the 33N, an error message
displays stating there is no "Visit Person™. 3See the figure
below of an examnple of a person summary with a wvisit.
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l. 0On the main screen click "Notifications", then click
"Wisit.”

2. To wiew the people who are part of the wizit, click the
“Expand Visit® check box.

3. Click "Confirm~”™

4, TWhen the wizit haszs been expanded, the 33N of the
individuals are displaved. 3ee below.
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l. Place the date of debrief, vvvy,Lm,dd.

2. From the "Eeason for Debrief” pull down box,
rationale for the debrief.
3. Click ™%awe.”
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REMOVING AN INDIVIDUAL FROM YOUR PSM NET
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l. Place the date, vwyvvy,Im,dd you are out-processing in the
"Out Date™ text box.
g Click ™Sawve®.
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PROJECTED LOSS HOTIFICATIOH
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O the main mermi click "Notifications®.
l. From "Notificationz=", select "Projected Lozszesz”.

2. If dezired, click "BRemowe from Displavy”® box for "Loza
Notifications No Longer Desired”.

4. Click "Confirm™.

4. TWhen vou are finish, click "Cancel” which will return wou
Lo the previous screemn.
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JPAS Reports Server Availahle for Use

The JPAS Reports 3Jerwver is now awailable for use by all
JPAS Tzers, howewer there are zome baszsic browser require-
ments that must be met in order to utilize this function.

The JPAS application is Netscape 4. 7%, however, when using
Netzcape 4.7, vou will get an ™error message”™. 0Once you
receive thiz error message click, reload on wour browser
and your report will be awvailable.

In order to run Beports, vou may also use either Netzscape
7.x or Internet Explorer 6.x. These werzions have heen
tested with the Eeports function and will operate properly
in JPAS also. It has been reported that Internet Explorer
S.x wersions operate az well, but it iz not recommended for
usze due Lo other ZecCuUrity CONCEInS.

In JPAS, when using one of these later browsers, ¥ou may
encounter 2 problems that hawve been identified. The first
izzue iz that sowme dates in the application may not show
the entire field without zcrolling. Thisz is strictly a
viewing issue only and has no functional impact. If you
use ¥our cursor to move within the f£field it iz possible to
zee all of the date characters. The second izsue iz that
FoboHelp doez not operate properly on Netscape 7.X browsers
due to a compatibility issue within that product. The tu-
torial may enter an endless loop trying to load if you try
Lo use it in that browser wersion. This will not affect
vour application window at all during the process.

This iszue haszs bheen reported and we hope to hawve a solution
prior to the releaze of the next wversion of JPAZ. The date
issue iz scheduled to be fixed in the next release of JPAS
as well.
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HOW TO OBTATH JCAVE REPORTS
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These are the choices vou have to run reports.
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HOW TO OBTATH JCAVS REPORTS
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(Cannot request a report on anyone unless you oum or service them)

Click on the appropriate radio buttons Lo recelwe a report.

SJee directions on the following pages.
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JPAS TEST PROBLEM FEPORT (TPR)

ZJ TPR 82 Ldoc - Microsolt Word
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A Test Problem EReport (TPR)] will only be submitted by CHO
[(MOSNZ).
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JCAVS CLEARANCE ELIGIBILITY

Lad Confidential
Lad 3Zecret
Pending Eeply to Statement of Beason/sL0I

Confidential

Denied-Cannot grant commatnd access.

No Determination Made—Cannot grant command access.
Favorable—Cannot grant command access.
Fevoked-Cannot grant command access.

GeCret

Top 3ecret

ACI-DCID &6/4

Action Pending

Laoss of Jurisdiction
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POSITION SENSITIVITY CODES

N/
Non Zensitive

Non Critical Sensitive
Critical S5Sensitiwve
Special Fensitiwve
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In westigation
Descrption
AT

Bl
BIFM

BIFF
BIR
BITH
Cl
CHALC
CHCI

EHALC
EMAL

1=]
LBl
LBIP
LBLx.
LRLC
LRCH

Bl
hBIF

hiB 1%,
MAC
MAC B
MALC|
MAC L

MAC F
MALC S

FLAC Y

MAC S

MAF |

MLC

JCAVSINVESTIGATION CODES

Long Description
Access Mational Agenoy Check plus Wiritten Inquires and Credit C heck

Background Imeestigation
Background Imvestigation plus Current Mational Agency C he

Feriodi: Reinvestigation of Background Investigation

Badkground Irvestigation R equested

Background Irvestigation (10 wear scope)

Character Irvestigation

Mational Agency Check plus Credit Chedk

Child Care National Agency Check pls Wiriten Inquires and Credit C hedk

Entrance Mational Agency Chedk
Entrance Mational Agency Check plus Special Investigative Inguiry

Irtersier Oriented Badkground Imrestigation
Limited Back ground Imrestigation
Limited Badiground Investigation plus Current Mational Agency Ched

Limited Backaground Investigation - Expanded
Local Records Check

Local Records Chedis plis Investigation Requested

fdinimum Background Irrestigation
fdinimum Background Irmeestigation plus Current Mational Agency Chec

Minimum Background Imrestig ation - Expanded

Mational Agency Check
Mational Agency CheckiM ational Agency Check plus WY ritten Ingquires and Credit
Chedck ples Background Investigation Requested

Mational Agency Check plus Written Inquires and Credit C heack
Mational Agency Check plus Special Irrestigative Inquing
Mational Agency Check plus 10 vears Sernvice

Mational Agency Checki'M ational Agency Check plus WY ritten Inquires and Credit
Chedck ples Single Scope Background Imvestigation Requested

Mational Agency Check plus Mational Agency Check plus Writen Inquires and C redit

Ched

Mational Agency Check plus Written Inquires and Credit Chedi ples Special Investi

gative Ingquiry
More Appropriated Fund Suitability Determination

Mational Agency Check, Local Agency Ched & Credit
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nwestigation
De=scription
MHLC

HHALC

HFSH

M5l
OTHR

PRI
FRS
FRSC
RSl
SAC

=BBI

Shl

SBIF

SBIR

SBFR

=31

SShI
XMAC

JCAVSINVESITGATION CODES

Long Description
Mational Agency Check, Local Agency Chedh & Credit

Mational Agency Chedd plus Wiritken Inguires and Credit Check Pl Current Ma-
tional Agency Check

Mational Agency Check plus FPartial Special Badkiground Investigation

M51- MAC 1SS uitability Determination
Irformation Furnis hed by Sources Cther than a Listed Investig ation

Feriadic Reairrestigation

Feriodic Reimiestigation- SECRET

Feriodic Reimvestigation - Secret’C onfidential
Feimburs able Suitabilb'S ecarity e estigation
Single Agency ChedoSpecial Agreement Chedk

Special Badiground [rrestigation plus Current Background [rees figation

Special Background | meestigation

Special Background | mvestigation'Single Scope Background Inwestigation plus Cur-
rent Mational Agency Chedk

Single Scope Background Inwvestigation Reques ted

Feriodic Reimestigation of Special Background |mvestigationSingle Scope Bacdk-
ground |nvestigation

Special Investigative Inquing

Single Scope Background Investigation
Expanded MationalAgency Checi/Entrance Mational Agency Check
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AHACT

EUPEER.S

C

Car

CAGE Code
cc

CHWII
CFR

CS

DCID 654
DCo
DCPDS
DEEFR.S
DOEB

Lol

DOE
DOHA
DOH CAF
D35

EHAL
EHTHAC
EPS0)
E-QUIP
ES

FAT

FEI

FFI

GRAT
HOMC
HEO
Hyperlivk
s

IT

JahIs

JCAWE
JEAS

Acronym

AT Force Bace
Awcess Hational Sgercy Cheds writh, Bupoiries

An mitemnet oystert, ez, Hetscape , Bitemet ExploTer
Bamrean of Havral Persorel

Copdiderdial

Cerdral Sdpadication Facility

Coprorercial avd Cromremvanerd Brditye Code
Chaih of Corrrrand

Critical Faclear Weapons Design Bdonhation
Confidential Periodic Reinvestigation
Critical Sensitive

Director, Cerdral Bidelligence Sgency Policy 64 (Adpdication Policy)
Deferce Clearanc e and Borestizations Bodex

Defence Civilisn Persormel Data Systerm

Deferce Broolbrert Elisibiliy Eeporting Systern

Lrte of Birth

Depatbmert of D efers e

Drepatbmerit of Erersy

Deferce Office of Hearings and Sppe als

Drepatterit of the Hawne Cerdral Sdpidication Faciline

Deferce Senmity Service

Expanded Hational Seehcy Cheds

Ertrarce Hatioral Sezercy Cheds
Electronic Persoriel Seqmity Chiestiordaire
Electronic Chiestiormaire

Exenrtie Secretary

Facility focess Detenniration
Federal Brme s of Earestigation
Full Field Borestizaticz

Gre erparich hlean Time

Headquarters, 115 Mlarine Corps
HFhohan Fesoarces Ofice

Dutinre Link

Bronigration ad Habmalization Service
Buactire Feady Feceryres

Efonmaticon Teckmdcian

Jomd Sdpudication hlmazanert Systert
Joid Cleararice and Sccess Werific ation Systern
Joid Persorme]l Sdpadication Syeten

39-1



Arronym

L&g Limited fdecess Mdhorization

Lol Letter of Btent

Lam Letter of Drenial

LoH Letter of Hotification

LELC Local Becords Chedks

MCTFS Marme Corps Total Force Syrstern

MOS Military Cperations Specialiby:

HaC Matioral Sgency Cheds

HALCI Matiomal Sgeryy Cheds phas Bupairies

HACIC Matiomal Sgervy Chedk phas Buquiries with Credit Check
HACLC Matiomal Sgervy Chedks with Local Sgency Chedkis and Credit Cheds
HAF Hon-sppropristed Fimd

HAFI Hov-sppropriste Fimd Fetmoneritalities

HATO Horth Atlardic Tresty Orgadzation

HCS Moruritical -sers it v

Hds Hon-disclosme Serestrert

Hds Mor-dizclosame Statervierid

HIACS Hawnye Jomit Sdpudicatioe and Clearatice Syrster

HEO Matiotal Fecormaicsance Office

OFMI The Office of Persorre] hlanag erment

O5SINVES Office of the Semetary of Deferce/Exenntire Secretany

O5SD-"WHS Office of the Semetary of Defenee—Wachington Headqaarters Sersrice

PASCODE Percopme]l Seconmding Systern Code

PCS Pentuarent Chargge of Statiom

PII Persomal Idertifying Data

FOE Place of Birth

roc Pomt of Cordact

FE Periodic Beirmrestigation

PEF Persopmel Felighiliby: Progran

B3 Position Sers ity

PSAE Percopmel Senmity Sppeals Board

PII Percopmel Senmity Borestization
PSBIH:t Persormel Senmitye hlaazan et Hebaro
Pi0 Persore]l Seomity Chaestiorraire

PSP Presiderdial Support Progran

EL Festricted Data

FHLTIL Feport Mo Later Thar Drate

ERT Eeqaest to EesearchyFec ertifTiperade Eligibility

ETTC Ereporting Tt Code



3

o

SCI

SF
SIGRIA 16
11|
SIOP-ESI
ShIO
SOF
SO
SPL

SPE

a5

SSEI
SEH

S50

5V

TATD
TAFMSD
TBD
DY

TS

I
TEIs

Seaet

Senmity focess

Seresitive Commparbrerted Rfomm atios
Stahdard Foon

Air Force Special Aocess Progran
Special Frestizative Ruquinye

Smmgle Bdegrated Cperating Plan-Exremely Sercitive Bdorantion
Senmity Managenent Cfic e

Statervert of Feasops

Staternerd of Work

Special Pampose Aecess

Seet Periodic Felwrestization

Special Sensitie

Smmgle Scope Backigronmd Rwrestization
Social Senmity Minnber

Special Seomity Office
Service—Servicing

Temporary Aecigpanent Tty
Total Adtive Federal Military Senvice [ ate
To Be Determined

Terporary Dnity
Top Sedet

Thait Iderdific atioy Code
TS Emrestizatire Serwice



DEFINTITTONS

The ahihity and opportumty to obtain knowledge of classified mdormation. &n mdreidual, mn fact, may have
access to classified mformation by being na place where such information 1s kept, if the secunty measures
that are m force do not prevent the mdradual from ganimg knowledge of such wdorration.

Arcose Nahonal Acency Check with HWilten Tnouines (ANACT)

& revienyr of documents and records conducted by the Office of Personmel Ianage ment (OFWD), meluding a
MAC and written mepuries to law exdorcement agencies, former employers and supervisors, references,
schools and financial mstitubions. Used to grant Confidential and Secret secunty clearance elighility to
tederal crvilian e mplotyees.

Account Manager

Performs management fanctions (1, adding new users, unlocking nsers, setting up Security Manage rent
Office (SMO). We recorrmend 2 per Secunty Managerment Office.

Adpudicaion

The process of an exaraination of a sufficient arount of information regarding an indradnal to deterroine

whether the mdradnal 15 an acceptable security nisk. & deterranation that a person 13 an acceptable security
nsk equates to a deterruanation of e igbility for access to classified mdorrmation andfor sensitree duty

asglgnrnent.
Aftestabon

Becuire ment for an oral attestation by indraduals upon being granted a Top Secret secunty clearance or
cratited access to a Special Acocess Program (SAF) or Sensitrve Cormpartroent Inforration (3CT). CHO
Washington DT MAVATRIN 10509 0921377 Lpr 99,

Category Clasnficakon

Iililitary catezory of specialty populated by the personne] systerns.

Cleqrance

A formal deterrnination that a person meets the personnel secunty standards and 15 thas elizble for access to
classified mforrnation other than that protected in a special access program. There are three types of
clearances: Cordidential Secret, and Top Secret. & Top Secret clearance makes an mmdradual elighle for
access to Top Secret, Secret, and Cordidential classified material; a Secret clearance to Secret and
iZonfidential materal; and a Confidential clearance to Confidential matenal.

Confidential Periodic Reinveshioehon

L&n eeestization conducted at 15-yrear mtervals for the papose of wpdating a previously completed HAC,
ENTHAC, or NACT. The CPR mclndes the eletments of the MACLC,

Conbnuos Praluakon

The process by which all indraduals who have established secunty clearance elighility are mortored to
agzure they continue to meet the lovalty, rehability and trstwortloness standards expected of mdreidnals
who have access to classified mdbrrmation. The mordtonng process relies on all personmel witlan a

corrnand to report gquestionable or unfavorable security mdormation whach conld place i gquestion an
mdradual’s loyalty, reliability, or trostwortbiness.
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DEFINTITTONS

Crkeal Nuclear Weapon Demon Information (CNWDI)

Top Secret Restricted Data or Secret Restrcted Data that reseals the theory of operation or design of the
coriponents of a therro-nuclear or raplosion type fission bowh, warbead, dermolition wanitions, or test
desice. Specifically excluded 15 mformation concermng arming, fuzing, and finng systems; hrated hie

coriponents; and total ave the corponents that Dol personnel set, mantaim, operate, test or replace.

Lefense Clearance and Jnvesh gabve Index (T0CIT)

The DCII 15 the single, automated, central DoD repository whach wdentifies weestizations conducted by DoD
mrvestizative agencies, and prior to JPAS provided personnel secunty deterrranations made by Dol
adjudicatrve anthorities,

Entrance Nabonal Agency Checl (ENTNAC]

& reienyr of records held by certain Mational agencies meloding the Federal Burean of [estization (FBI).
The FBI check 15 a name check only. This reeestization were conducted on a first term enlistee m the Mavy
ot Mlarine Corps prior to Ilarch 1999 and October 2003, respectmely and used as a basis to grant Secret and
Confidential secunty eligbibty, Ln ENTHAC corpleted but not adjudicated by the DO CAF after 1
Ilarch 1999 CAN WOT be used as a basis to grant a secunty clearance ehigihihity.

Electronic Personnel Secundy (heshonnaire [EPST)

The EF50) 15 a software systern developed by the Defense Security Service (D55) that contains the
necessary secutity forms needed to complete an indradnal’s personnel secunty background meeestization.

E-QUP

Electrome Personmel Security Cluestionnaire

Foreren Relahon

Thiz mformation 15 popmlated mto JPAS by the CAF based on mtormation gleaned from a persormel security
wvestization (F5I).

Incident Report

The means i which wou report derogatory information to the Central Adjudication Facility
Indocinnate

Iilechamsmm in whach wou place the MDA, mtenm clearance and cormand granted access mto JPAE.
InsChut Process

Horar yrom assign personnel to your Palvl Het,

Indochninate Link
Link by which JCAVS users can documernt Mondisclosure & sreernents, grant corammand access and special

ACCEss,
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DEFINTITTONS

Interim Socunhy Clogrance

A local deterranation to allow teraporary access to classified idormation based on the favvorable minrmm
mrrestigatrve requirements, pending the completion of the full nerestigattre requirernents. (Internm access to
sensitrve Compartmented Indorrnation cannot be approved locally and raust be reguested from the DON
CAF).

Limubed Access Authorzahon

Luthonzation for access to Confidential and Secret mformation granted by the CHO to non-T1.5. citizens
and raragrant aliens.

Local Records Check (LRC)

& corarmand review of available personnel medical legal security, baseftalitary police and other corarmand
records. & resviewr of local cralian lawr enforcement records, the Mational Crime Inforrnation Center
(HCIC, and the seracing HCTS office 15 prohibited.

Non-Disclosure Acreement NDA - (5F-312)
DTt be executed by all personmel as a condition of access to classified mdorrnation.
Non-Diselosure Statement NS — (T Ta47- 1)

LTt be executed by all persormel prior to indoctnnation mto Sensitrve Corpartrent Information (SCT)
ACCEess pPrOgrarns.
MNaford Acency Cheek (NAC]

& rerrienwr of records of certain national agencies, meludmg a techracal fingerprnt search of the files of the
Federal Bureau of Trvvestigation. This wvestization were conducted on a first termm enlistee in the Mavy or
Ivlarime Corps prior to Ilarch 1999 and Clctober 2003, respectrvely and nsed as a basis to grant Secret and
Corfidential secunty eligbabty, Ln ENTHAC corgleted but not adjudicated by the DO CAF after 1
Bilarch 1999 CAN WOT be used as a basis to grant a security clearance elighility.

Naond Agency Check with Local Acency Checks and Cradit Cheel (NACLC)

The personnel security revestizattee recuire ment deve loped under EO. 12965 for persons who will require
access to Secret and Confidential classified infonmation. & NMACLC covers the past 5 years and consists of a

HA&C, a financial review, certification of date and place of barth, and LACs.
MNop- ST SO

& Mon-Sensitree Compartment Information Secunty hanagement Office. Al corenands nsimg JPAS wall
hive one for collateral secunty clearance e hmbility,

NRO Do onabon
SiZI-alIO s that have desigriation anthonty for those indradual who work for the Hational Recormatssance
Difice

Checupaion Code

Thiz 15 a rabitary wewhbers rate, rank or designator.
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Croanizalion
Thas the corenand assigrrnent popdated bep the DEERS or DCPDS syster.
Chvneng Relahanshep

Dwning Belationstop — Prireary relationslap between a SO and an mdradual inoa person categorsy,
{ Teually mdradnals assigred to command.

Person Categons

The affiliation for which an mdradual watkon Department of Defense, ez, Navy Lcotree, Havry Beserve,
Havy Crvilian, ete.

Persannel Secunih Manacement Nehvork (PS50 Net)

This 15 baged on your secunty relationslop with imdradual person cate gories rather than nrtsiorgarnzations.
These are ndrriduals with whor ywou have a personnel security responsibility for. The PSI Het perrots
younto take secunty actions onthe persormel withan ywour nebwork and to recerve notifications from the

DOW CAF. This network provides greater accountability for those actions and greater accouracy n
matagernent reporting.

Fersonnel Secund Inveshoahon (PAT)

Ly nrvestization required for the parpose of deterrurang the elighility of Dol rulitary and cralian
personnel, contractor employees, consultants, and other persons affiliated with the DoD), for access to
classified mforrnation, acceptance or retention i the Arraed Forces, assigrenent or retention in sensitree
duties, or other designated duties or access requiring such rrvestigation. Fals are conducted for the parpose
of making mitial persormel secunty deterrunations and to resobve allegations that masy arise subzegquent to a
favrorable personnel secunty deterrunation to ascertain an mdradual's contirmed ehgbility for access to
claszified mborrnation or assighinent or retention i a sensitvee position.

Peorsopnl Tdenhificaion Dalg (FID)

Personal Informatior, e.g., date and place of btk S5, citizenship, on a mdnadual wathon JCP:J.FS Tlus
data 15 f'ed Into JCH‘FS b_*,.r pers::nn.nel datahases {e.z, DEERS, DCPDG, BUPERS, MCTES). I

. _:-.. "._ ATLE _!-'\-_.---":_ CATMTOET £ IhE ': 3T

Personnel Secundy Monagement Network [P0 Net)

Based on secunty relabionstups with ndradual person cate gones rather tharn wots/organizations. Tlas
aggociates the Security Ilangers (S0} with personnel for whorn they have secunty responstbility & llows
alvlz to take secunty actions onthewr personnel and to recere DON CAF notifications. Provides greater
acconntability for those actions and sreater accuracy in ranagerment reporting.

Populak

Wher the miormation actually appears (recorded) m JEAS,
FPosbon Sensmbve (P5)

L&y position whose ocoupant conld bring about, by virtue of the nature of the position, a matenal adverse
effect on the national secunty. Tlos rdorration popualates ondy for federal creil servants only.
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Premudenbal Support Program [(PSP)

& program for wlich a person mmst be approved m order to work i any position that interacts near or with
the President of the United States. The PSP 13 not an elizihality or an access i terrns of JPAS. The person is
adjudicated as norral and his or her eligbibty 1s deterrained before the PSP process begins. Once elipbility
1z deterrmuned, the PSP approsal process beging with JOLVE ngers. The Service Secretary may make a
recornrnendation for a person entenng PEP. Howeseer, the OSDIExecuttve Secretary (OSDVES) makes the
firal decision.

Heciprocily

Leceptance by one agency or program of a clearance or access eligibility deterrunation, whether fasorable
or unfavordble, made by another. Feciprocity does not melude agency deterrmnations of employroent
suitability.

Heinyveshoaion

&n revestizgation conducted for the purpose of wpdating a presvionsly completed mevestization of persons
oCCuUpyIng sensittve positions, afforded access to classifled mfbrmation or assisned other duties requinme
reirvestigation. The intervals of reirvestization are dependent upon the sensitraty of the position or access
afforded. & periodic reireestization of an 55BI 15 condncted at 5 year interals, a Secret periodic
retrvestigation (SPR) is nommally conducted at 10 year mtervals and a Confidential penodic renrvrestization
(CPR) 15 conducted at 15 year mtervals.

Reguest o Regearch Recerbfi and Upgrade Elmirlily (RET)
Ileans m whach o request security clearance eligibabtsy through JPAS.

secret Periodie Reinvesioahon

&n irevestization conducted at 10 vear intervals for the purpose of wpdating a presvaously completed HAC,
ENTHAC, or HACT. The SPR includes the elements of the NACLC,

Secund Monagerment (ffice (SRA0N
Designatiu:un_ of cm}mymd as VIO i system I:dcnrua_ by account manager) Key to use of JCAWS, JE00 1

Sensiive Comparbnented Information (5CT)

Classified wformation concerning or dermred frorn mtelhzence sources, methods, or analytical processes,

whach 15 reqpured to be handled within formal access control systerns established by the Director of Central
Intelizence.

Sengshve Dubes

Dhties in which an assigned raibtary merber or covilian emplosyes could brng about, by virtue of the nature

of the duties, a matenal adwerse affect on the national security. Argr duties requuring access to classitied
mmformation are sensittve duties.
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Sensiive Posibon

&y position so designated, o which the ocoupant could bring about, by wirtue of the nature of the position,
a matenally adverse aftect on the national security. &1 cralian positions within the DioD) are designated
elther special-sensitove, cntical-sensitove, noncritical-sensitive, or nonsensitoe.

Senmbye Relahonship

Lnything other than an “owning” relationslop. Beflects capability to provide secunty services ona

temporary basis otside person’s “owrung” unt, (e.g., school assignrment, TAD, servicing agreement, 5350
asglstance to mdoctinate)

Senice Secretan Desonalion

Hon-5CT 5075 that have desiznation anthonty for those mdnaduals who work for the serace Secretaries.

Special hweshoalon Moy

& personnel secunty wvestization inde x owned by OFL.

Single Seope Backeround fnvesh caion (S5E]]

& personnel secunty nrvestization which provides extenste mformation regarding an imdrvidual, gathered
frorn people and places where the mdradual has 1oed or worked, The period of nerestigation for a 55BI 1=

variable, ranging frow 3 years for neighborhood checks to 10 years for local agency checks. Ho
mrvestizatiee miormation willbe parsued regarding an mdraduals’ Ives prior to ther 16th birthday.

apeciel Access Program (SAP)

& prograrn established under Dol Dixvectree 0-5205.7, for a specific class of classified mdorrnation that
iuposes safeguarding and access requirernents that exceed those normally required for inforrmation at the
same ¢ lagsification level

opeciel Iveskoahve Tnguinp (51T)

& spplernental personnel secunty teeestization of limited scope conducted to prove or disprove relevant
alle gations concerning an indradual upon whor a personnel secarity deterroination has been previously
tnade and who, at the tune of the allegation holds a security clearance or otheranze ocoupies a posttion that
requites a personnel security deterrunation.

ST A Ta

This program allows a user to grant non-oCT access to sensittve nuclear weapons informatiorn. Tlas
tunctionality 13 being used by L1r Force nsers only.

United States Qhzen (b0 inclede 7.5 Nobondls)

& personborn inthe Trated States or any of s terntones, a person bom abroad bat having one or both
parents who are thernsebres United States citizens, and a person who has et the requirernents for

citizenslap as deterraned by the Inogration and Naturahization Service and has taken the requsite oath of
alle glance.
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Imited Shates Nahonal

& TTrated States citizen, or a personwho, though not a cibizen of the Urited States, owes permanent
allemiance to the United States. WOTE: Consult & TL.5.C. 14010a)(1-7) whenever there 15 doubt whether a
person qualifies as a national of the Urated States.

Lser [evels

Leeount managers and users will be granted access to JCAWVE a specific level baged on type of cornmand
different lesvels (5 non SCT and 3 5CT)
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System Bequirements

JCAVE users minimim configuration should include a Pentium 200
MH=z proceszsor, 64 Mb of BAM and 150 Mb  of free disk =torage.
JAMS users at the CAFs will require a workstation capable of
Supporting more simultaneous tasks and a higher throughput. The
physical communications architecture for the JAME user
enviromment should support no less than 1.55 Mbszec [Tl speed).
The recommended physical architecture for the JCAVI user site is
a minimim of 256 Eb/sec throughput to the JPAS server in
WMazhington DC.

System Requirements For Youwr Browser Configuration

Ensure the browzser wersion includes 128-bit encryption.
Ensure the browser settings hawe 35353L features enabled.

System Requirements For Your On-5ite Hetwmork

Domain: JPAS security only allows .mil / .gov / .com domains
through the Firewall. On-zite Network.

Addministrators need to ensure all end users reside on one of
these domains.

PORT 443: Network Administrators need to ensure all network
traffic can go through port 443, JPAS uses Secured Jocket Layer
(33L) which runs through port 443.

DH3 Rewerse LookUp: Network Administrators need to ensure DN3
Feverse Lookup has been enabled.

If JPAS doez not reszolwve the systen attempting to log in through
Beverze Lookup, JPAS security will not let wyou in.



Havy JCAVS Points of Contact

Hamry TC A5 5 Prozram hlana ger
202- 433 -3354

LTSI 2383054

Fasl 02 433-0840

HAWY TELWE Help ek
A02- 4333360

DS 2338-2369
Fadlan2-433- 52549

TISRIC TCAN S Sec ot Blara zer
T03-614-2320

Tr5H 224-2320

Fasl TO3-627-4035

Hamry SCT JTCAW S Dec oot Bolaria zer
301- 669 - 5802

LEH A59-53092

301- 669 -4066

Hamny TP 85 Prozran hlana T
410-555-2332

L5H 233-2352
FAM410-865-22 59

Wisit vnanar nanrree I YAty wdlto getup-to-date formration oo proce e s avd pro cedures ard the most
oument po licies fropn CHOOAHRY, S50 Hawre aud T ShIC,
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